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Abstract 

The increasing complexity of global supply chains has exposed economies to systemic vulnerabilities 

arising from pandemics, geopolitical tensions, logistics constraints, commodity price volatility and 

climate-related disruptions. Malaysia is highly sensitive to these pressures because its trade, 

manufacturing, port and logistics systems are closely linked to regional and global production 

networks. Previous work on the Malaysia Supply Chain Pressure Index (MSCPI) provides a 

Malaysia-specific measurement of supply chain stress using Principal Component Analysis and 

indicators related to transportation, trade, production, logistics, labor, climate and macroeconomic 

conditions. However, an index-based monitoring approach remains primarily descriptive unless it 

is connected to predictive analytics and decision-support mechanisms. This conceptual article 

proposes an Artificial Intelligence (AI)-enabled framework that leverages MSCPI as a structured 

analytical input for forecasting supply chain stress, detecting early warning signals, identifying 

vulnerability drivers and supporting mitigation decisions. The proposed framework integrates 

MSCPI with machine learning and time-series modelling approaches, including Random Forest, 

gradient-based models and statistical thresholding; sequence-learning models such as LSTM are 

reserved for future high-frequency extensions, to capture nonlinear and lagged relationships 

between macroeconomic indicators and supply chain stress. The models are presented as potential 

analytical components within the proposed framework; however, they are not subjected to empirical 

testing in this study. The article argues that AI can transform MSCPI from a retrospective stress 

indicator into a forward-looking policy intelligence tool. The discussion suggests that transportation 

costs, trade fluctuations, industrial production, labor dynamics, exchange rate movements and 

climate variables are useful inputs for risk prediction. The study contributes conceptually by linking 
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index construction, AI-based prediction and resilience-oriented policy action within the Malaysian 

supply chain context. It offers practical guidance for policymakers, industry stakeholders and 

researchers seeking to strengthen proactive supply chain vulnerability mitigation. 

Keywords: Artificial Intelligence, Supply Chain Vulnerability, Malaysia Supply Chain Pressure 

Index, Machine Learning, Predictive Analytics 

 

 

 

1. Introduction 

The resilience of supply chain systems has become a major concern for national 

economic stability. Global supply chains connect production, transportation, 

warehousing, trade, retail and consumption activities across borders. When this 

network is stable, firms can obtain input, move goods efficiently and respond to 

market demand. When the network is disrupted, production delays, cost increases, 

shortages and inflationary pressures can spread across sectors. The COVID-19 

pandemic, semiconductor shortages, rising global logistics costs, climate-related 

disruptions and geopolitical tensions have shown that supply chain vulnerability is 

not only an operational issue but also a strategic national concern [1], [2]. 

Malaysia is particularly exposed to supply chain vulnerability because of its role 

as a trade-oriented economy located along major maritime routes, including the 

Straits of Malacca and the South China Sea. The country is supported by key 

logistics infrastructure such as seaports, airports, road networks and rail 

connectivity. These advantages strengthen Malaysia's position as a regional supply 

chain node, but they also increase exposure to external shocks. Disruptions in global 

transportation, fuel markets, production cycles, labour availability or international 

trade can quickly affect domestic logistics performance and economic activity [1]. 

To understand such vulnerability, researchers have developed composite indices 

that summarize supply chain pressure. The Global Supply Chain Pressure Index 

(GSCPI) by the Federal Reserve Bank of New York is widely used to monitor global 

bottlenecks and logistics stress[3]. However, the GSCPI does not directly capture 

Malaysia-specific conditions. The Malaysia Supply Chain Pressure Index (MSCPI) 

was therefore introduced to represent domestic supply chain stress by combining 

relevant Malaysian indicators through Principal Component Analysis (PCA) [1]. 

The MSCPI provides a structured measurement of supply chain pressure from 1990 

to 2023 and highlights how Malaysia's supply chain stress changes across economic 

cycles. 

Although MSCPI is valuable as a monitoring tool, the next research challenge is 

to transform it into a predictive and actionable instrument. Traditional index 

construction explains what happened, but policymakers and industry players need 

to know what is likely to happen, which variables are driving the risk, and which 

mitigation actions should be prioritized. Artificial Intelligence (AI) offers a practical 

way to address this gap. By learning nonlinear and lagged relationships from 

MSCPI and related indicators, AI can support forecasting, anomaly detection, risk 

classification and scenario analysis. This article therefore develops an AI-enabled 

conceptual framework for mitigating supply chain vulnerability using MSCPI as the 

core input. 
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Specifically, this article is guided by the following research objectives. First, it 

aims to examine how MSCPI can be positioned as a structured analytical input for 

AI-based supply chain vulnerability analysis. Second, it seeks to conceptualize an 

AI-enabled framework that links MSCPI-related indicators with forecasting, risk 

classification, anomaly detection and driver identification. Third, it aims to explain 

how AI-generated insights can support early warning, scenario analysis and 

mitigation-oriented decision-making for policymakers and industry stakeholders. 

These objectives provide the basis for the subsequent sections of the article, 

particularly the discussion on AI-based predictive resilience, framework 

development, modelling strategy and policy implications. 

2. Literature Review 

2.1. Supply chain vulnerability, resilience and stress measurement 

Supply chain vulnerability refers to the exposure of a supply network to 

disruptions that reduce its ability to deliver goods and services effectively. 

Vulnerability may arise from external shocks such as pandemics, wars, commodity 

price changes and natural disasters, or from internal weaknesses such as inadequate 

logistics capacity, limited inventory, labor shortages and poor coordination. In 

highly integrated economies, such disruptions may affect production cost, delivery 

time, trade flows and consumer access to goods [2], [4]. Recent supply chain studies 

further show that disruption risk is multidimensional because shocks may spread 

across transportation, production, procurement, supplier relationships, inventory 

systems and final demand[5], [6]. 

Supply chain resilience therefore requires not only recovery after disruption, but 

also anticipation, absorption and adaptation to changing risk conditions. The 

COVID-19 pandemic, geopolitical instability and climate-related events have 

reinforced the importance of visibility, flexibility, redundancy, supplier 

diversification and data-driven decision-making in supply chain management[5], 

[6]. In this context, vulnerability measurement is important because decision makers 

need systematic indicators that can identify stress patterns before they develop into 

more serious disruptions. 

Index-based measurement is useful because supply chain stress cannot be 

captured by one variable alone. The Global Supply Chain Pressure Index (GSCPI) 

combines transportation and manufacturing-related indicators to measure global 

supply chain pressure [7]. The MSCPI extends the logic of composite measurement 

to Malaysia by adapting variables that reflect transportation cost, logistics 

performance, industrial production, trade activities, labor conditions, climate factors 

and macroeconomic risks [1]. In this sense, MSCPI creates a local evidence base 

for analysing vulnerabilities that may not be visible in global indicators. 

The MSCPI study demonstrates that Malaysia experienced different levels of 

supply chain pressure across major economic periods. Lower and more stable stress 

was observed during the early 1990s, while pressure increased during periods 

associated with global financial turbulence, trade expansion, fuel cost increases, 

labor shifts and climate-related variations [1]. This historical pattern is consistent 

with wider evidence that fuel price movements, physical climate exposure and labor 

constraints can affect supply chain performance, operating costs and network 

resilience [8], [9], [10]. 
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2.2. Composite indices and alternative approaches to supply chain pressure 

measurement 

Composite indicators are commonly used when a complex phenomenon cannot 

be represented adequately by a single variable. Methodological guidance from the 

OECD and the Joint Research Centre emphasizes that composite index construction 

requires careful selection of indicators, normalization, weighting, aggregation and 

sensitivity analysis to ensure that the final index is meaningful for policy 

interpretation[11],[12]. PCA is frequently used in composite indicator construction 

because it can reduce correlated variables into a smaller number of components 

while preserving common variation in the data [13]. 

In supply chain research, the GSCPI is an important benchmark because it 

captures global supply chain pressure using multiple transportation and 

manufacturing-related indicators [7]. However, global indices may not fully reflect 

country-specific logistics structures, trade patterns, labor conditions, climate 

exposure and macroeconomic vulnerabilities. This limitation supports the 

development of local or national indices such as MSCPI, which can incorporate 

domestic variables and provide a more context-sensitive interpretation of supply 

chain stress [1]. 

Alternative index-based approaches may use equal weighting, expert weighting, 

factor analysis, PCA, dynamic factor models or dashboard-style indicator systems. 

Each approach has strengths and limitations. Equal weighting is simple but may 

overlook the relative influence of individual variables. Expert weighting is context-

sensitive but may introduce subjectivity. PCA reduces dimensionality statistically, 

but the resulting component requires careful interpretation. For this reason, MSCPI 

is useful as a structured monitoring tool, but its policy value can be strengthened 

when it is connected to predictive analytics, explainable modelling and scenario-

based decision support. 

2.3. Artificial Intelligence for predictive supply chain resilience 

AI has become increasingly relevant to supply chain management because 

modern supply networks generate heterogeneous data from trade, logistics, prices, 

production, weather, finance and market behavior. Systematic literature reviews 

show that AI applications in supply chain management include demand forecasting, 

supplier selection, inventory optimization, disruption prediction, production 

planning, transportation routing and risk assessment [14][15]. Unlike conventional 

linear models, AI methods can handle nonlinear relationships, high-dimensional 

inputs, interactions among variables and complex temporal patterns. 

Recent AI-for-supply-chain studies highlight that AI can enhance resilience by 

improving visibility, risk sensing, sourcing flexibility, distribution planning and 

business continuity capabilities[16]. AI-based approaches are also increasingly used 

to support supply chain risk assessment, especially where decision makers need to 

process large volumes of structured and unstructured data under uncertainty[15]. In 

the context of MSCPI, this means that AI can be used not only to describe past 

pressure, but also to estimate future stress, classify risk regimes and identify the 

most influential vulnerability drivers. 

Traditional monitoring and index-based approaches are useful for summarizing 

supply chain conditions and identifying periods of stress after they have occurred. 

However, these methods are generally descriptive and rely on historical indicators 
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to explain past or current pressure. AI-based predictive methods extend this 

capability by learning from historical and real-time data to anticipate future 

disruptions, detect early warning signals and identify the key variables contributing 

to supply chain vulnerability. Therefore, while traditional indices such as MSCPI 

provide a structured measurement of supply chain stress, AI models can potentially 

enhance their value by transforming them into forward-looking decision-support 

tools. 

Random Forest is suitable for supply chain vulnerability analysis because it can 

model nonlinear relationships and produce variable importance scores that improve 

interpretability[17]. Gradient boosting models may further improve predictive 

performance where multiple weak learners are combined, and recent reviews of AI-

based supply chain risk assessment highlight the relevance of Random Forest, 

XGBoost and hybrid models for predictive risk analysis [18]. LSTM networks are 

recognized for modelling temporal dependence[18], but they are not proposed as a 

primary model for the current annual MSCPI series because the 1990-2023 data 

provide only 34 observations. In this article, LSTM is retained only as a possible 

future extension if monthly or quarterly MSCPI-related proxy indicators become 

available. 

2.4. Explainable AI for policy trust and decision support 

Although AI models can improve predictive capability, their usefulness for 

policy depends on interpretability and trust. Many machine learning models, 

especially ensemble and deep learning models, are often treated as black boxes 

because their internal decision logic is difficult for non-technical users to understand 

[19]. This is a major concern in public policy and supply chain governance because 

decision makers must be able to justify why a warning is issued, which variables 

are driving the risk and what mitigation action should be prioritized. 

Explainable AI (XAI) provides methods for interpreting model outputs and 

increasing transparency. LIME explains individual predictions by approximating 

complex models locally with interpretable models[19], while SHAP assigns 

contribution values to features based on Shapley values and is widely used for 

feature attribution [20]. In supply chain decision support, XAI can help translate 

model outputs into explanations such as whether fuel price, trade volatility, 

industrial production, climate indicators or labor conditions are contributing most 

strongly to predicted stress[21]. 

Recent literature on XAI in supply chain decision support emphasizes that 

explainability supports trust, accountability and adoption of AI-based 

recommendations[21]. For an AI-enhanced MSCPI framework, XAI is important 

because policymakers and industry stakeholders need more than a forecasted index 

value. They also need to understand the drivers behind the forecast, the confidence 

of the warning and the practical implications of different mitigation options. 

Therefore, explainability should be treated as a core design requirement rather than 

an optional technical feature. 

2.5. Malaysian logistics, trade and industrial policy context 

Malaysia's supply chain vulnerability must also be understood within its national 

logistics, trade and industrial policy context. The National Transport Policy 2019-

2030 provides strategic direction for developing an efficient, integrated and 

sustainable transport system, including improvements in connectivity, logistics 
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efficiency and institutional coordination[22]. The National Trade Blueprint 2021-

2025 focuses on strengthening Malaysia's export competitiveness and addressing 

challenges across the export ecosystem[23] [23]. These policies are relevant to 

MSCPI because transportation efficiency and trade performance are key 

components of supply chain pressure. 

The New Industrial Master Plan 2030 further emphasizes industrial upgrading, 

supply chain resilience, manufacturing competitiveness and Malaysia's positioning 

within changing global production networks[24]. The Twelfth Malaysia Plan also 

highlights the need to strengthen economic resilience, improve logistics services 

and support competitiveness in global value chains [25]. In addition, the World 

Bank Logistics Performance Index provides an international benchmark for trade 

logistics performance and can complement local indicators when assessing 

Malaysia's logistics capability [26]. 

Taken together, the literature suggests four gaps that motivate this article. First, 

existing supply chain pressure indices are useful for monitoring but are often less 

developed as predictive tools. Second, AI applications in supply chain resilience are 

growing, but country-specific integration with a national supply chain pressure 

index remains limited. Third, XAI is increasingly recognized as necessary for trust 

and transparency, yet it is rarely embedded explicitly into index-based supply chain 

monitoring frameworks. Fourth, Malaysia's logistics and trade policy environment 

requires decision-support tools that can connect data, prediction, risk interpretation 

and mitigation action. This article addresses these gaps by proposing an AI-enabled 

MSCPI framework for supply chain vulnerability mitigation. 
 

3. Methods and Theory 

 
3.1. Conceptual Research Design 

 

This article adopts a conceptual and analytical framework approach. It 

synthesizes the MSCPI construction logic with AI-based predictive analytics to 

propose a practical decision-support framework. The framework is designed for 

researchers, policymakers and industry stakeholders who need to monitor supply 

chain stress, anticipate vulnerability and select mitigation actions. The approach is 

not limited to a single algorithm; instead, it defines a layered architecture in which 

MSCPI and supporting indicators are transformed into risk intelligence. 

The proposed framework consists of four interconnected layers that operate in a 

sequential and complementary manner layers. The data layer provides the 

foundation of the framework by capturing MSCPI and supporting indicators, 

including transportation cost, trade, industrial production, logistics, labor, 

macroeconomic and climate variables. These data are then processed in the AI 

analytics layer, where feature engineering, machine learning, time-series 

forecasting and anomaly detection are applied to extract patterns, trends and 

abnormal signals. The analytical outputs are subsequently translated into the risk 

intelligence layer, which converts model results into interpretable decision inputs 

such as driver importance, stress probability, risk categories and early-warning 

thresholds. The decision layer then uses these insights to guide policy intervention, 

industry mitigation planning and supply chain resilience programs. Therefore, the 
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relationship between the layers reflects a continuous flow from raw data input to 

AI-based analysis, to risk interpretation, and finally to actionable decision support. 

To illustrate the overall structure of the proposed approach, Figure 1 presents the 

AI-enabled MSCPI framework for supply chain vulnerability mitigation. The figure 

shows how the framework is organized into four interconnected layers, beginning 

with data input, followed by AI-based analytics, risk interpretation, and finally 

decision support for mitigation and resilience planning. 

 

 

Figure 1. AI-Enabled MSCPI Framework for Supply Chain Vulnerability 

Mitigation 

3.2. MSCPI as the core analytical input 

 

The MSCPI is constructed using PCA, which transforms a set of correlated 

indicators into uncorrelated principal components. This method is appropriate 

because supply chain stress is multidimensional and involves variables that may 

move together, such as fuel price, cargo movement, trade activity and 

macroeconomic indicators. PCA reduces the dimensionality of the data while 

preserving the largest amount of variation[1], [27].  

The standardisation of each input variable is necessary because the indicators 

are measured in different units. A standardized variable may be expressed as 

follows: 
 

Zij = (Xij - μj) / σj      (1) 
 

where Zij is the standardized value of variable j for observation i, Xij is the 

original value, μj is the mean of variable j and σj is the standard deviation of 

variable j. The standardized data is then used to compute the covariance matrix: 
 

C = (1 / (n - 1)) ZᵀZ       (2) 

where C is the covariance matrix and n are the number of observations. The 

eigenvalue problem is then solved as: 
 

Cv = λv          (3) 
 

where λ is the eigenvalue and v are the corresponding eigenvector. The principal 

component score can be obtained using: 
 

Y = ZV        (4) 
 

where Y is the matrix of principal component scores and V is the matrix of 

selected eigenvectors. In the MSCPI context, the first principal component can be 
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interpreted as a summary measure of supply chain pressure when it captures the 

dominant common variation across the selected indicators [1]. 

 

3.3. Data Variables and AI Features 

Table 1. MSCPI-Related Variables and AI Feature Use 

Category Variables / 

Proxies 

Role in AI 

Model 

Expected Supply 

Chain Interpretation 

Transportation Fuel price, cargo 

handling by 

seaport, airport 

and railway 

Predictors and 

lagged 

predictors 

Higher transport cost 

or abnormal cargo 

movement may signal 

logistics pressure 

Trade Exports, imports, 

net exports and 

balance of 

payments 

Predictors, 

growth rates 

and volatility 

features 

Trade fluctuations may 

indicate changes in 

external demand or 

bottlenecks 

Production Industrial 

Production Index 

and 

manufacturing-

related indicators 

Predictors and 

interaction 

terms 

Lower production or 

sudden changes may 

reflect supply-side 

stress 

Logistics Logistics 

Performance 

Index and related 

capacity 

indicators 

Structural 

predictors 

Weak logistics 

capability may 

intensify disruption 

effects 

Macroeconomic Exchange rate, 

interest rate, 

inflation and 

GDP-related 

variables 

Predictors and 

scenario 

variables 

Macroeconomic 

volatility may affect 

import costs, financing 

and firm operations 

Labor and 

Climate 

Labor force, 

unemployment, 

temperature and 

rainfall 

Risk modifiers 

and external 

shock 

indicators 

Labor shortages and 

climate events may 

disrupt production and 

delivery 

 

Table 1 summarizes how the MSCPI-related variables can be translated into AI 

features. In addition to using the original variables, the framework may include 

lagged values, percentage changes, moving averages, volatility measures and 

interaction terms. These transformations help the AI model capture delayed effects 

and nonlinear risk relationships.  

 

3.4. AI modelling strategy 

The proposed AI modelling strategy involves four main tasks. First, forecasting 

models estimate future MSCPI values based on historical MSCPI and explanatory 

variables. Second, classification models categorize stress conditions into low, 

moderate and high-risk regimes. Third, variable-importance analysis identifies the 

main vulnerability drivers. Fourth, anomaly detection flags unusual movements that 

may require attention before a crisis becomes visible in conventional reports. In this 
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framework, an unusual stress signal may include abnormal forecasting residuals, 

sudden changes in MSCPI values or deviations beyond a specified statistical 

threshold. For example, an anomaly may be identified when the gap between actual 

and predicted MSCPI exceeds one or two standard deviations from the historical 

residual mean, when MSCPI records an unusually sharp period-to-period increase, 

or when the index moves beyond an upper percentile or z-score boundary. These 

criteria allow anomaly detection to function as an early warning mechanism by 

highlighting abnormal supply chain stress patterns that require further investigation. 

 

The low, moderate and high-risk categories may be determined using a 

combination of statistical and contextual criteria. Statistically, MSCPI values can 

be divided using percentile thresholds, such as below the 33rd percentile for low 

risk, between the 33rd and 66th percentiles for moderate risk, and above the 66th 

percentile for high risk. A z-score or standard deviation approach may also be 

applied, where values substantially above the historical mean indicate higher stress 

conditions. These thresholds should be validated against known crisis periods, such 

as financial crises, fuel price shocks, COVID-19-related disruptions and major trade 

disturbances. Expert judgement may further refine the thresholds to ensure that the 

risk classification is relevant for policy and industry decision-making. 

 

Random Forest can be applied as a baseline machine learning model because it 

is robust, handles nonlinear interactions and provides interpretable importance 

rankings [28]. Gradient boosting models may improve predictive accuracy when 

multiple weak learners are combined, and AI-based supply chain risk assessment 

reviews indicate that ensemble and hybrid models are relevant for predictive risk 

analysis [29]. However, LSTM is not proposed as a primary model for the current 

annual MSCPI dataset because the series contains only 34 annual observations from 

1990 to 2023, which creates a serious overfitting risk[30]. LSTM should therefore 

be considered only in future work if higher-frequency data, such as monthly port 

activity, fuel prices, trade flows, industrial production, shipping indicators, weather 

data and logistics proxies, are developed. Model evaluation should include forecast 

accuracy, classification performance and practical usefulness for early warning. For 

policy application, interpretability is as important as accuracy because decision 

makers must understand why the model is issuing a warning. 

 

Given that MSCPI is time-series data, model validation should follow a temporal 

validation strategy rather than random data splitting. The dataset may first be 

divided using a time-based train-test split, where earlier observations are used for 

model training and later observations are reserved for out-of-sample testing. Rolling 

window validation or expanding window validation can also be applied to assess 

whether the model remains stable when new observations become available over 

time. In addition, back testing can be conducted by comparing predicted MSCPI 

values or predicted risk categories with actual historical outcomes during known 

disruption periods. Model performance should therefore be evaluated using forecast 

accuracy measures, such as RMSE, MAE or MAPE, classification measures such 

as accuracy, precision, recall and F1-score, and practical early-warning usefulness, 

including whether the model can detect stress signals before major supply chain 

disruptions occur. 
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The proposed AI modelling strategy involves four main tasks. First, forecasting 

models estimate future MSCPI values based on historical MSCPI and explanatory 

variables. Second, classification models categorize stress conditions into low, 

moderate and high-risk regimes. Third, variable-importance analysis identifies the 

main vulnerability drivers. Fourth, anomaly detection flags unusual movements that 

may require attention before a crisis becomes visible in conventional reports. To 

operate these tasks, Table 2 summarizes the suitable model examples, input 

variables, expected outputs and decision value for each modelling function. The 

table clarifies how the AI components support MSCPI-based vulnerability analysis 

by linking analytical outputs to practical decision-making needs, including future 

pressure anticipation, response prioritization, targeted mitigation and early-warning 

review. 

 

Table 2. Proposed AI Modelling Tasks for MSCPI-Based Vulnerability 

Analysis 

Task Model 

Examples 

Input Output Decision 

Value 

Forecasting ARIMA, 

Random 

Forest and 

Gradient 

Boosting 

MSCPI and 

lagged 

indicators 

Predicted 

MSCPI level 

Anticipates 

future 

pressure 

Risk 

Classification 

Random 

Forest, 

Logistic 

Model, 

Support 

Vector 

Machine 

Engineered 

features and 

thresholds 

Low, 

moderate or 

high-risk 

regime 

Prioritizes 

response level 

Driver 

Identification 

Tree-based 

importance, 

SHAP-based 

explanation 

All predictors Ranked 

vulnerability 

drivers 

Supports 

targeted 

mitigation 

Anomaly 

Detection 

Isolation 

Forest, 

statistical 

thresholding 

MSCPI 

residuals and 

feature 

patterns 

Unusual 

stress signal 

Triggers early 

warning 

review 

 

4. Conceptual Discussions 

4.1. MSCPI trend as a historical risk signal 

The MSCPI trend provides an important empirical basis for AI-based analysis. 

As shown in Figure 2, the Malaysia Supply Chain Pressure Index from 1990 to 2023 

illustrates how supply chain stress changed across different economic periods. The 

figure shows that Malaysia’s supply chain pressure was relatively low and stable 

during the early 1990s, reflecting a period of stronger economic stability and lower 

stress. However, the index increased after the mid-2000s and fluctuated more 
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noticeably during periods associated with trade expansion, the global financial 

crisis, fuel price increases, labor dynamics, climate variation and global 

uncertainty[1]. Therefore, Figure 2 supports the discussion by showing that MSCPI 

can serve as a historical risk signal for identifying changes in supply chain 

vulnerability over time. 

The historical trend suggests that supply chain vulnerability is not caused by a 

single factor. Instead, stress emerges when transportation, trade, production, labor, 

macroeconomic and climate-related pressures interact. This finding supports the use 

of AI models because such models can learn interactions among multiple variables 

and detect patterns that may not be easily visible through descriptive analysis alone. 

 

 

Figure 2. Malaysia Supply Chain Pressure Index Trend, 1990-2023 [1] 

4.2. AI interpretation of vulnerability drivers 

An AI-enabled MSCPI framework can identify which indicators contribute most 

strongly to supply chain stress. For example, transportation cost variables such as 

fuel prices may be highly influential because fuel price changes directly affect 

logistics cost, business operating cost and delivery decisions. Trade variables such 

as exports and imports may also be important because Malaysia's manufacturing 

and logistics sectors are closely linked to external demand and cross-border 

movement [1].Industrial production can provide a signal of supply-side capacity, 

while labor and climate indicators may highlight operational and environmental 

sources of vulnerability. To demonstrate how these AI-generated insights can 

inform practical action, Table 3 presents examples of possible AI signals, supply 

chain risks and corresponding mitigation responses. The table shows how dominant 

drivers can be translated into targeted responses, such as route optimization, 

supplier diversification, production monitoring, workforce planning and climate-

related contingency logistics. 
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Table 3. Example AI-Driven Insights and Mitigation Responses 

Dominant 

Driver 

Possible AI Signal Supply Chain 

Risk 

Mitigation 

Response 

Fuel price and 

transport cost 

High variable 

importance and 

rising lagged trend 

Higher logistics 

cost and delivery 

disruption 

Fuel cost 

monitoring, route 

optimization and 

logistics support 

Exports and 

imports 

Trade volatility 

and abnormal 

movement 

External demand 

shock or 

bottleneck 

Supplier 

diversification, 

trade facilitation 

and inventory 

planning 

Industrial 

production 

Declining 

production trend 

Supply shortage 

or weak 

manufacturing 

capacity 

Production 

monitoring and 

sector-specific 

support 

Labor 

dynamics 

Falling labor 

participation or 

shortage signal 

Operational 

delays and lower 

capacity 

Workforce 

planning, 

automation and 

skills support 

Climate 

variables 

Extreme rainfall or 

temperature 

anomaly 

Transportation 

and production 

disruption 

Climate risk 

monitoring and 

contingency 

logistics 

4.3. From descriptive monitoring to predictive early warning 

The most important contribution of AI is its ability to convert MSCPI from a 

descriptive index into a predictive early warning system. A descriptive index 

informs users that pressure has increased after the event has occurred. A predictive 

system estimates whether pressure is likely to rise soon. This distinction is important 

because mitigation must occur before disruptions escalate into shortages, price 

increases or production losses. 

In practice, an early AI warning system could define threshold levels for MSCPI 

and stress probability. When the forecasted MSCPI exceeds the threshold, the 

system may trigger a policy or industry review. The warning can also be 

accompanied by driver explanations, such as fuel price pressure, trade volatility or 

production slowdown. This allows agencies and firms to respond more precisely 

rather than relying on broad and delayed assessments. 

The framework can also support scenario analysis by estimating how specific 

shocks may influence predicted MSCPI values. For example, a 10% fuel price 

increase may raise logistics and transportation costs, leading the model to predict 

higher supply chain pressure, as fuel and energy price volatility has been shown to 

affect procurement cost, inventory management and supply chain operating 

expenses. An exchange rate depreciation scenario may increase import costs and 

external trade exposure, thereby raising the likelihood of a higher MSCPI forecast, 

particularly in trade-dependent supply chains exposed to currency fluctuation risk. 

A trade contraction scenario, such as a decline in exports or imports, may signal 

weaker demand, reduced cargo movement or production bottlenecks, which can 
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affect supply chain performance and resilience. Similarly, an extreme rainfall event 

may disrupt transportation routes, agricultural supply, port activities or delivery 

schedules, since extreme weather conditions have been linked to disruptions in 

transport systems, logistics operations and global supply chains. By adjusting these 

input variables, the AI model can generate revised MSCPI predictions, stress 

probabilities and risk classifications. This allows policymakers and industry 

stakeholders to evaluate potential shocks before they develop into wider supply 

chain disruptions. 

Such scenario analysis can help policymakers compare mitigation options and 

design targeted interventions. It also supports industry stakeholders in procurement 

planning, inventory management and logistics contingency planning. 

 

4.4. Policy and industry implications 

For policymakers, AI-enhanced MSCPI can support proactive policy 

formulation. Instead of reacting only after disruption occurs, policymakers can 

monitor early signals and identify which sector or variable requires intervention. 

This is especially useful for a trade-oriented economy such as Malaysia, where 

external shocks can affect domestic costs and production systems. The framework 

can support coordination among agencies responsible for trade, transport, industry, 

labor, agriculture, climate and statistics.  

Specific policy actions may be linked to the type of risk signal generated by the 

AI-enhanced MSCPI framework. Fuel price or transport cost pressure may require 

logistics support, fuel cost monitoring, route optimization and port efficiency 

measures. Trade-related pressure may require trade route diversification, supplier 

diversification, customs facilitation and closer monitoring of export-import flows. 

Labor-related risks may be addressed through workforce planning, skills training, 

temporary labor support and automation incentives. Climate-related risks may 

require contingency logistics, alternative transport routes, emergency stockpiles and 

coordination with disaster management and agriculture agencies. In this way, the 

framework helps policymakers move from general monitoring toward targeted and 

timely mitigation actions. 

For industry stakeholders, the framework provides a structured approach to 

operational resilience. Firms can use MSCPI forecasts and risk classification as part 

of procurement planning, inventory buffers, supplier selection, logistics scheduling 

and contingency planning. When the model shows that transport cost pressure is 

increasing, firms may review shipping routes or negotiate logistics capacity. When 

trade volatility becomes the main signal, firms may diversify suppliers or markets. 

For researchers, the framework opens a pathway for future empirical testing. The 

proposed model can be validated using historical data, out-of-sample forecasting 

and real-time indicators. Future research may compare model performance across 

Random Forest, gradient boosting and hybrid models, while LSTM should be 

reserved for future high-frequency MSCPI extensions. It may also apply 

explainable AI techniques to strengthen model transparency and policy trust. 

4.5. Challenges and limitations 

The proposed framework must be implemented carefully. First, data quality is 

critical. AI models are only useful when input data are reliable, consistent and 

updated. Missing values, measurement changes and different reporting frequencies 
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can reduce predictive performance. Second, model interpretability is essential. A 

highly accurate model that cannot explain its warning may be difficult for 

policymakers to trust. Third, AI predictions should not be interpreted as certainty. 

Supply chain systems are affected by sudden shocks that may not be present in 

historical data. Therefore, AI should support human judgement rather than replace 

it. Fourth, the MSCPI is annual in its existing form, while real-time decision support 

may require monthly, weekly or even daily indicators. Future work should explore 

high-frequency data sources, including port activity, shipping data, commodity 

prices, news signals and weather alerts. 

5. Conclusions 

Future research should empirically test the proposed framework using historical 

MSCPI data and high-frequency indicators. It should also compare data-efficient 

models, conduct out-of-sample and rolling-window validation, incorporate 

explainable AI and evaluate how predictive insights can be embedded into national 

supply chain monitoring systems. With careful implementation, AI-enhanced 

MSCPI can become a practical tool for building a more resilient and responsive 

Malaysian supply chain ecosystem. 

The proposed framework suggests that these indicators could be combined with 

data-efficient machine learning, time-series modelling and explainable AI 

techniques to support future stress anticipation and targeted mitigation planning. 

However, the framework remains conceptual and requires empirical validation. 

Given the limited number of annual MSCPI observations, deep learning models 

such as LSTM should be reserved for future work using monthly or quarterly proxy 

indicators, transfer learning or simulation-based augmentation. 

The expanded literature review shows that recent AI-for-supply-chain studies, 

composite index methods, explainable AI and Malaysian logistics and trade policy 

references provide a stronger foundation for positioning MSCPI as a forward-

looking decision-support tool. Transportation costs, trade fluctuations, industrial 

production, labor dynamics, exchange rate movements and climate variables are 

important inputs for AI-based vulnerability analysis. 

This article proposes an AI-enabled framework for mitigating supply chain 

vulnerabilities using the Malaysia Supply Chain Pressure Index as the core 

analytical input. The MSCPI provides a valuable Malaysia-specific measure of 

supply chain stress, while the proposed AI integration conceptually extends its 

usefulness by enabling forecasting, early warning, driver identification, anomaly 

detection and decision support. 
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