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Abstract

The integration of cloud computing and machine learning (ML) is reshaping financial services by
enabling scalable, real-time, data-driven decision-making. This survey reviews cloud-enabled
machine learning (ML) developments from 2021 to 2025, with a focus on financial sector
applications. Cloud services provide elastic computing, distributed training, and low-latency
analytics, which are essential for processing large-scale financial datasets. Financial institutions
increasingly leverage these capabilities to enhance credit scoring, fraud detection, risk forecasting,
and customer personalization. Advances in deep learning, ensemble methods, federated learning,
automated ML, and explainable Al (XAl) are improving model accuracy, operational transparency,
and regulatory compliance. MLOps pipelines further streamline the deployment, monitoring, and
lifecycle management of ML models in dynamic environments. Key challenges persist, including
data privacy, integrating legacy systems, regulatory constraints, and latency-sensitive operations.
This survey categorizes the literature into four themes. (i) Cloud architecture and service models
tailored for ML workflows, (ii) supervised and unsupervised ML techniques applied in finance, (iii)
comparative analysis of real-world use cases, and (iv) performance evaluation metrics and trade-
offs. Unlike prior reviews, this review uniquely synthesizes recent trends across cloud-native ML
technologies and maps their practical implications in regulated financial environments. Future
directions include exploring edge-cloud coordination for time-critical tasks, building robust models
against adversarial data, implementing privacy-preserving mechanisms, and establishing
standardized governance frameworks. This survey serves as a comprehensive reference for
researchers and practitioners seeking to leverage cloud-based machine learning (ML) in financial
services.
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1. Introduction

The financial services industry is undergoing a profound transformation driven
by the exponential growth of data and the increasing demand for real-time,
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intelligent analytics. This shift is particularly relevant today as institutions adapt to
increased competition, heightened regulatory scrutiny, and evolving customer
expectations. The convergence of cloud computing and machine learning (ML) has
emerged as a critical enabler for navigating this complex landscape.

While global data is projected to expand from 44 zettabytes in 2020 to 163
zettabytes by 2025 [1], financial data, which ranges from high-frequency trading to
customer transactions, constitutes a significant portion of this growth. Traditional
IT systems struggle to handle such scale efficiency [2].

Cloud computing addresses this gap by providing elastic, on-demand
infrastructure that accelerates deployment, improves cost-efficiency, and supports
scalable analytics. Consequently, many financial institutions have adopted hybrid
or public cloud models to modernize operations and reduce infrastructure overhead

[31, [4].

Between 2021 and 2025, significant advancements have been observed in both
cloud infrastructure capabilities and ML algorithms tailored for finance[5]. ML
offers advantages over traditional statistical models by detecting non-linear
relationships and enabling more accurate forecasting [6]. Applications have
extended beyond risk scoring to fraud detection, algorithmic trading, and robo-
advisory. The synergy is clear, where cloud platforms offer compute and storage
elasticity, ML delivers the analytical power to derive insights from vast, complex
datasets [7].

However, challenges remain. Financial data demands stringent privacy controls,
including encryption, data localization, and federated learning architectures [8]. The
opacity of many ML models raises concerns about explainability and
accountability, especially in regulated environments. Operational issues such as
integrating with legacy systems and ensuring low latency persist [9]. Mitigation
efforts include adopting multi-cloud strategies, leveraging edge computing for
latency-sensitive tasks, and exploring secure data-sharing frameworks like
blockchain [10].

This survey reviews developments from 2021 to 2025, focusing on cloud-enabled
ML applications in financial services. The scope includes cloud architectures, ML
methods deployed on cloud platforms, key application domains, and comparative
performance insights. Section II reviews cloud infrastructure, Section Il examines
ML techniques, Section IV explores applications, Section V provides performance
comparisons, and Section VI concludes with future research directions.

2. Cloud Computing

Cloud computing underpins the infrastructure for modern big data analytics in
financial services. This section outlines cloud service models, deployment
strategies, technical enablers critical to supporting advanced financial applications,
and associated challenges.

2.1 Cloud Infrastructure and Services in Finance

Financial institutions increasingly rely on infrastructure-as-a-service (IaaS) and
platform-as-a-service (PaaS) offerings to manage data-intensive workloads. Major
cloud providers supply scalable compute instances, storage, and managed analytics
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frameworks, reducing reliance on on-premises systems. Cloud-based data lakes
aggregate structured and unstructured data, with platforms such as Google
BigQuery and distributed engines like Spark and Hadoop enabling real-time
analytics, historical back testing, and batch processing.

A key advancement is the widespread adoption of cloud-native technologies,
including containerization, microservices, and serverless computing [11]. Over
75% of financial institutions now deploy containerized workloads, especially in
payment processing and fraud detection contexts [12]. Microservices facilitate
modular development and scaling, while orchestration tools such as Kubernetes
handle load balancing and automated failover. Containerization ensures portability
across hybrid and multi-cloud environments.

Serverless computing enables event-triggered functions to run without manual
server provisioning, making it ideal for bursty or asynchronous tasks. Hybrid and
multi-cloud architectures are common, with sensitive operations running on private
infrastructure and public clouds handling high-volume or elastic tasks. Multi-cloud
strategies enhance fault tolerance, reduce cost, and leverage vendor-specific
capabilities. Tools such as Infrastructure-as-Code (IaC) and unified policy
frameworks enable orchestration across environments.

2.2 Challenges and Considerations

Security and compliance remain primary concerns. Financial data requires
encryption, fine-grained access control, tokenization, and anonymization. Virtual
private networks and identity governance further mitigate risks. Nonetheless,
misconfigurations and insider threats necessitate strong cloud governance
frameworks.

Privacy-preserving machine learning, such as federated learning and secure
multi-party computation, enables collaborative analytics without raw data sharing
[13]. These techniques safeguard data privacy but may impact model performance
[14].

Latency sensitivity affects applications such as high-frequency trading. Remote
data centers introduce delays unsuitable for real-time demands [15]. Edge
computing places computation closer to data sources, as in co-located trading
servers, enabling fast response and cloud synchronization [16], [17].

Legacy integration poses challenges due to proprietary interfaces and
synchronization requirements [18]. Vendor-neutral containerized applications
reduce lock-in but often require middleware or custom APIs.

Regulatory compliance demands transparency, auditability, and exit strategies
[19]. Institutions must evaluate provider reliability, monitor configurations, and
implement risk management practices to mitigate concentration risk.

Lastly, a skilled workforce is critical. Expertise in cloud architecture, DevOps,
and data engineering supports secure, scalable adoption [20]. Financial
organizations are increasingly investing in upskilling programs to meet evolving
infrastructure demands.

Cloud computing forms the technological foundation for ML-driven financial
analytics. The following section explores how machine learning models leverage
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this foundation to deliver value in financial forecasting, fraud detection, and
personalization.

3. Machine Learning Techniques

Machine learning underpins financial analytics by enabling scalable modeling on
massive datasets through cloud infrastructure. From 2021 to 2025, developments
span supervised, unsupervised, and deep learning approaches, with increased
automation and integration into cloud-native workflows. This section presents ML
methods in order of increasing complexity, with examples and benchmark
references to support performance claims. Fig. 1 illustrates a comprehensive end-
to-end MLOps architecture that details the functional components and workflows
for managing machine learning pipelines in cloud environments.
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Figure 1. Research Design End-to-end MLOps architecture and workflow with
functional components and roles [21]

3.1 Supervised Learning and Predictive Modeling

Supervised learning remains foundational for financial applications such as credit
scoring, fraud detection, and asset forecasting. Algorithms like linear regression,
decision trees, support vector machines, random forests, and gradient boosting
remain prominent. Deep learning models, especially multilayer perceptrons (MLPs)
and recurrent neural networks (RNNs) have demonstrated superior accuracy in

market forecasting tasks [22].
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Long Short-Term Memory (LSTM) networks and Transformer-based models
extend sequence modeling for time-series forecasting, capturing long-range
dependencies [23]. These models require distributed training on cloud GPUs to
manage their computational demands. Probabilistic forecasting is increasingly
integrated to estimate uncertainty, particularly in high-volatility scenarios.

Classical models like XGBoost remain preferred in fraud detection due to
interpretability and well-defined evaluation metrics [24]. Supervised learning is also
enhanced by cloud-based synthetic data generation and federated learning
frameworks that expand labeled training sets while preserving privacy.

3.2 Unsupervised Learning and Data-Driven Discovery

Unsupervised learning enables exploratory discovery in unlabeled data.
Clustering techniques, such as K-means and DBSCAN, are employed to segment
customers or portfolios. Dimensionality reduction methods like PCA and t-SNE
extract latent structures, supporting portfolio diversification and stress testing [25].

Anomaly detection models monitor financial transactions for outliers.
Autoencoders compute reconstruction errors to flag anomalies, while semi-
supervised extensions address cases lacking labeled fraud data. Using tools like
Spark Mllib, cloud platforms enable parallelized computation for clustering and
anomaly detection over millions of records.

These techniques support automated feature engineering, including asset
groupings for sector-based analysis and compressing high-dimensional indicators.
Unsupervised models form a precursor stage in pipelines requiring minimal domain
assumptions and efficiently scaling in the cloud

3.3 Deep Learning and Advanced Al Techniques

Unsupervised learning enables exploratory discovery in unlabeled data.
Clustering techniques, such as K-means and DBSCAN, are employed to segment
customers or portfolios. Dimensionality reduction methods like PCA and t-SNE
extract latent structures, supporting portfolio diversification and stress testing [25].

1. Deep learning introduces more complex architectures for capturing nonlinear
relationships.

ii.  Convolutional Neural Networks (CNNs) detect spatial patterns in
transformed financial time series data, aiding in volatility prediction and
technical chart analysis.

iii.  Graph Neural Networks (GNNs) model interconnected financial entities for
systemic risk assessment. These require high memory and distributed
computing for training on large graphs.

iv.  Reinforcement Learning (RL) simulates financial environments for strategy
optimization in portfolio management and algorithmic trading, using reward
feedback for policy learning

v.  Automated Machine Learning (AutoML) streamlines model selection and
tuning, and cloud platforms offer rapid prototyping and deployment services.
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Explainability is integral to adoption. SHAP values, LIME, and attention-based
interpretability are incorporated into model diagnostics. Cloud providers now
bunder Explainable Al (XAI) tools with ML workflows. Regulatory frameworks
increasingly demand transparency, driving the integration of bias detection and
fairness constraints into cloud-based ML pipelines [26].

3.4 Distributed and Scalable ML Pipelines

Operationalizing ML models requires robust pipelines for ingestion,
preprocessing, training, validation, and deployment. To enable distributed training,
frameworks such as Apache Spark integrate with libraries like MLIib and
TensorFlowOnSpark. Parameter server architectures and federated learning
strategies are employed for scalable deployment [27]. Fig. 2 illustrates a custom
MLOps pipeline tailored for cloud-based financial analytics, showing the full
lifecycle from data ingestion to monitoring.
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Figure 2. Custom cloud-based MLOps pipeline adapted for financial analytics

Machine Learning-as-a-service (MLaaS) platforms automate experimentation,
hyperparameter optimization, and CI/CD practices through MLOps. These
platforms offer model registries, linear tracking, and drift detection to support
governance and continuous improvement. Cloud environments enable low-latency
deployment of simple and complex models to adapt to changing financial data
streams.

Financial institutions increasingly rely on infrastructure-as-a-service (IaaS) and
platform-as-a-service (PaaS) offerings to manage data-intensive workloads. Major
cloud providers supply scalable compute instances, storage, and managed analytics
frameworks, reducing reliance on on-premise systems. Cloud-based data lakes
aggregate structured and unstructured data, with platforms such as Google
BigQuery and distributed engines like Spark and Hadoop enabling real-time
analytics, historical backtesting, and batch processing.
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4. Applications in Financial Analytics

Cloud-based machine learning (ML) enables scalable, adaptive analytics across
critical financial domains. Key applications include fraud detection, risk
management, customer analytics, and trending areas such as algorithmic trading.
These applications share a common architecture built on real-time data ingestion,
explainable ML, and cloud-native model deployment. Table 1 summarizes these
key application domains, detailing the associated use cases, machine learning
techniques, and the cloud-specific benefits they leverage in financial analytics.

Table 1. Cloud-Enabled Machine Learning Applications in Financial Services

Domain Use Cases ML Techniques Cloud Benefits
Transaction Supervised Real-time APIs,
Fraud scoring, AML, P . federated
. . Unsupervised, .
Detection cybersecurity, Graph Analvtics learning,
fraud ring detection P Y scalibility
Risk Credit scoring, XGBoost. LSTM Scalable
market risk, ’ ’  retraining,
Management . . Neural Networks . .
operational risk scenario testing
CLV prediction, Gradient Boosting, Real-time
Customer . . .
Personalization churn fletectlon, Deep Learning segm@ntatlon,
financial chatbots NLP adaptive models
. . LSTM, Low-latency
oy Price forecasting, .
Algorithmic ortfolio Reinforcement deployment,
Trading g timization Learning, Gradient parallel
P Boosting backtesting

4.1 Fraud Detection and Financial Security

Financial institutions like JPMorgan deploy ML models to detect fraudulent
transactions at scale [28]. Supervised learning identifies known fraud signatures,
while unsupervised techniques uncover novel threats. Real-time fraud scoring APIs
hosted on cloud platforms offer millisecond response times [29]. Graph analytics
and pattern mining detect organized fraud rings. AML systems use hybrid rule-
based and ML approaches to track suspicious fund movements. Federated learning
supports interbank collaboration without violating data privacy. Cloud-based
cybersecurity tools apply anomaly detection to network logs, enabling swift
mitigation of attacks [30]. Limitations include imbalanced datasets and model
drifting due to evolving fraud tactics.
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4.2 Risk Management and Regulatory Compliance

ML enhances credit risk scoring by leveraging models such as XGBoost and
neural networks, which outperform traditional scorecards. Cloud systems enable
dynamic retraining with new borrower data and scenario stress testing via Monte
Carlo simulations [31]. Market risk forecasting uses LSTM networks to predict
Value-at-Risk (VaR). Operational risk tools analyze logs and communications for
compliance breaches. Regulatory bodies adopt cloud-powered SupTech for
submission screening and systemic risk alerts. Tools such as AWS SageMaker and
Azure ML help banks maintain documentation and audit trails. Limitations include
regulatory constraints, data siloing, and the expandability of complex models.

4.3 Anomalies Detection

ML models detect transaction anomalies and known fraud patterns. Supervised
learning models dominate when labeled data is available, while unsupervised
anomaly detection complements the discovery of novel fraud. Cloud computing
enables real-time fraud-scoring APIs with millisecond latency. Graph analytics
reveal fraud rings by detecting abnormal substructures. AML detection uses ML to
identify structured, layered fund movements. Federated learning enables
collaborative model training without exposing raw data. Cybersecurity employs ML
classifiers to detect malicious network activity by ingesting real-time logs in the
cloud. Model calibration minimizes false positives and prioritizes alerts. Hybrid
systems combine rule engines and ML classifiers. Continuous retraining and real-
time model deployment on cloud infrastructure enhance adaptability.

4.4 Customer Analytics and Personalization

Cloud ML allows banks to personalize services through segmentation, churn
prediction, and recommendation engines. For instance, Bank of America’s Erica
uses cloud-based Natural Language Processing (NLP) to offer financial advice.
Unsupervised clustering adapts to new customer behavior in real time. Gradient
boosting models and deep learning forecast Customer Lifetime Value (CLV) and
retention risks. Fintechs like Tala use alternative data for credit scoring in
underbanked markets. LLMs deployed on cloud platforms power financial chatbots
and self-service advisors. However, privacy and consent remain key issues. Secure
enclaves and opt-in systems address these challenges under evolving data
regulations.

4.5 Algorithmic Trading and Portfolio Optimization

Cloud-based ML models are widely applied in algorithmic trading and portfolio
construction. Quant firms deploy neural networks and reinforcement learning to
identify short-term price movements. Gradient boosting and LSTM models forecast
price trends and volatility, enabling adaptive trading strategies. Cloud infrastructure
facilitates low latency back testing and deployment of models across global
markets. Portfolio optimization uses ML to balance risk and return using historical
data, transaction costs, and risk constraints. Limitations include overfitting to past
data and regulatory restrictions on model transparency.

All domains share common technical patterns. Data volume and diversity are
managed through cloud storage and parallel processing. Model performance

26



Open International Journal of Informatics (O1JI) Vol. 13 No. 2 (2025)

improves with feature richness and diversity, provided regularization is applied.
Gradient boosting and neural networks excel at structured tasks, while LSTMs and
Transformers excel at sequential and NLP tasks. Ensemble approaches combining
model types offer strong results, tradeoffs between accuracy and interpretability
influence model selection. Explainability tools are embedded within cloud ML
pipelines. Real-time applications require low-latency architecture using stream
processing and edge computing. Batch processing suffices for non-critical
applications. Federated learning supports collaborative model development across
institutions. Evaluation remains inconsistent due to proprietary datasets and varying
metrics. Robustness against adversarial data and integration of domain expertise
remain ongoing challenges. Cloud infrastructure supports hybrid and human-in-the-
loop systems. Simpler models may suffice where cost-effectiveness is a factor.

5. Conclusions and Future Work

Cloud-based ML has transformed financial analytics by enabling scalable, real-
time insights. From 2021 to 2025, cloud infrastructure empowered fraud detection,
credit scoring, and customer personalization through elastic computing and
distributed training. Despite broad adoption, ongoing concerns about privacy,
regulatory compliance, and model transparency persist.

Recent advances in deep learning, ensemble methods, and hybrid models show
that integrating diverse algorithms and data sources yields stronger outcomes. The
rise of explainable Al (XAI) and fairness metrics reflects increasing regulatory
scrutiny, reinforcing the need for interpretable and accountable systems.

Cloud ML platforms now support collaborative decision-making, particularly for
smaller firms and cross-institutional analytics. Federated learning and shared fraud
detection models show promise but require secure, ethical data governance. These
trends mark a broader shift toward evidence-based, data-driven financial operations.

Future work should explore edge-cloud integration for ultra-low latency use cases
and adversarial testing to enhance robustness. Federated and privacy-preserving ML
methods, such as homomorphic encryption, will be critical. Lightweight models and
streaming analytics can improve responsiveness in high-frequency environments.
Developing standardized governance frameworks will support fair, reproducible
model practices.
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