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Abstract 

The Internet of Things (IoT) has achieved widespread adoption among millions of individuals today, 

driven by the growing use of smart devices, including smartphones, smart cars, lighting, air 

conditioning, and high-speed networks. IoT is applied in various areas, including industries, 

healthcare, homes, agriculture, oil and gas, and education, to name a few. However, due to the many 

connections of IoT devices, there is no exact method or algorithm for overseeing communications 

and security concerns, such as Mirai-based botnet Attacks, AI-powered IoT Attacks (Emerging 

Threats), Satellite & Space IoT attacks, heterogeneity challenges, and Distributed Denial of Service 

(DDoS) attacks, which have led to enormous challenges in the IoT environment. The paper divides 

the challenges into three categories: recent IoT attacks, general security challenges, and existing 

attacks in IoT. Besides, this paper aims to review and investigate the security challenges in the IoT 

environment and propose various solutions to mitigate these challenges. Based on the analysis of 

recent IoT attacks, satellite and space attacks account for a 70% share, while in the broader security 

challenge, heterogeneity accounts for 80%. In existing IoT attacks, the DDoS attack poses a 90% 

risk. 

Keywords: IoT, AI security, threats, security challenges, IoT environment, architecture layers 
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1. Introduction 

The Internet of Things (IoT) has garnered significant attention from individuals 

worldwide. For this reason, it is anticipated that the IoT device market size in 

Europe will reach approximately $500 billion by 2030 [1]. Currently, there are over 

18 billion IoT-connected devices worldwide, with an estimated total of 39.6 billion 

device connections expected by 2033 [2]. The basic idea of IoT is centered on 

linking uniquely identifiable smart devices to communicate with each other through 

the Internet for the purpose of cooperating to perform complex tasks. As such, these 

devices require the ability to collect, process, and transmit data through various 

channels [3]. 

The advent of IoT has provided numerous solutions for various industries, 

including healthcare, homes, agriculture, oil and gas, and education, with new and 

innovative solutions to handle complex task operations. [4-6]. On the other hand, 

implementing algorithms in the IoT environment is challenging due to the 

difficulties associated with multiple devices and distributed computing [7], which 

include a lack of clarity on how the algorithms work [8]. With the IoT, not only do 

devices or “things” send and receive data from one another when connected to the 

Internet, but they can now also remotely control the operations of other devices. [9, 

10]. Therefore, due to the feasibility of advanced technology like artificial 

intelligence (AI), security concerns have become more prevalent than ever, and no 

exact algorithms to oversee communications, security challenges such as Mirai-

based botnet Attacks, AI-powered IoT Attacks (Emerging Threats), Satellite and 

space IoT Attacks, and Distributed Denial of service (DDoS) attacks. Becomes 

critical in the IoT environment [11][38]. 

Therefore, ensuring the security of IoT is of paramount importance in the IoT 

environment. As such, this paper reviews the most significant attacks and provides 

a reliable solution for resolving the challenges. This paper is organized as follows: 

Section 2 describes the IoT application areas, and Section 3 explores the related 

works. Section 4 discusses the IoT architecture layers. Section 5 describes the 

general security challenges in the IoT environment, while Section 6 outlines the 

existing attacks in this context. Section 7 explains the methodology that has been 

used to achieve the results. Lastly, Section 8 shows the results of the study. Section 

9 concludes the paper. 
 

2. Application Area of IoT 
 

2.1 Healthcare  

The implementation of IoT has significantly improved the healthcare system 

within a very short timeframe. For instance, IoT in healthcare is evident in the use 

of IoT sensors worn by patients to collect and record data in real-time, as well as in 

monitoring systems for analysis and diagnosis. These devices enable patients and 

older individuals to monitor their health status regularly through a dedicated mobile 

application. [12]. Similarly, it enables doctors to confer on complex cases 

worldwide by remotely monitoring chronic diseases. Applications of IoT in the 

healthcare sector are receiving remarkable acceptance, such as e-health, connected 

health, or mobile health [12], enabling the remote monitoring of a patient’s health. 

Adopting mobile health enhances patient clinical outcomes, while simultaneously 

decreasing costs and improving the productivity of healthcare personnel. [12]. Due 
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to its significance, over 50% of US patients are not monitored by telemetry, and the 

invention of IoT applications has helped doctors respond faster in emergency cases. 

However, patient data are generally considered highly sensitive due to their high-

dimensional and complex features, which can be used to profile an individual [13]. 

Therefore, such data must be securely protected against unauthorized access. 

Despite the numerous benefits of IoT applications in the healthcare system, it still 

faces some setbacks due to security challenges, as noted by Zingbox [14]. For 

instance, if an IoT device used for administering and reminding users to take a 

specific medication [12] is attacked, it can prevent the device from prompting a 

reminder alert, causing a catastrophic and negative impact on the person’s health. 

Hence, security in this aspect is of paramount importance. To address the issue, a 

security model focusing on confidentiality and authentication is needed. 
 

2.2 Education  

IoT technology has significantly transformed the education sector in various 

institutions worldwide, enabling easy access to learning and education [15]. For 

instance, smartboards and digital highlighters enable the transfer of printed texts via 

phone, and the smartboard can receive and display the information to students. 

Additionally, textbooks feature a quick response (QR) code and augmented reality 

(AR) capabilities that can be easily scanned to provide instant access to learning 

materials. IoT also enhances security in the education sector [16] by utilizing 

components such as Radio Frequency Identification (RFID) to capture data from 

smart devices (“things”), allowing parents to monitor their children while they are 

away or at school. Nevertheless, IoT devices are vulnerable to DoS attacks, 

necessitating robust authentication mechanisms to mitigate these issues. 
 

2.3 Homes   

Many individuals have accepted and adopted the use of IoT in their workplaces 

and homes due to its varied functionalities, making homes more unique than ever. 

Smart homes comprise many types of devices that are networked together to provide 

services for human usage. Connected devices in a smart home include televisions, 

speakers, CCTVs, fridges, bulbs, locks, water controls, smart doors, gas controls, 

and air conditioners [9]. These devices enable real-time monitoring, safety, and 

security measures to prevent intruders [9]. To achieve an IoT-enabled smart home, 

six distinct layers are applied, including the middle layer, application layer, coding 

layer, perception layer, network layer, and business layer. [17]. 

Despite the benefits of IoT-enabled smart homes, security experts [18, 19] have 

cautioned that a large number of these devices will lead to security threats, which 

include passive and active attacks [19]. In passive attacks, the intruder can always 

obtain information without the permission of authorized users, such as 

eavesdropping. This type of attack is challenging to detect since the data is not 

altered or modified. The solution to this type of attack is prevention rather than 

detection. On the other hand, an active attack occurs when the attacker alters or 

modifies information using unauthorized means. A typical example of this attack 

includes DoS and replay attacks. A DoS attack prevents a legitimate user from 

accessing their smart devices, making communication between the devices 

unsuccessful, which further alters the information. [20]. A replay attack could also 

occur when the attacker decides to tamper with the communication channel by 
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repeatedly sending valid data, thus hogging the network for data modification. [17]. 

A confidentiality, integrity, and availability model will solve the problems 

mentioned. Table 1 further summarizes the security challenges in these sectors. 

 

Table 1. Summary of the Security Challenges in the IoT Application  

and their Solutions 

Application area Security 

challenges 

Proposed solutions 

Healthcare Insulin Pump 

Hacks 

HIPAA-compliant encryption 

Algorithm embedded with AES 

Education Hacked Smart 

Boards, attacks, 

and DDoS 

Natural Language Processing 

(NLP) Algorithms embedded 

with RSA 

Smart Homes Amazon Ring 

Camera Hacks 

Local processing Edge 

Algorithm 

Agriculture  Agri-Drones 

attacks 

Jamming Detection Algorithm 

Oil and Gas Stuxnet-Like 

Malware 

Based anomaly detection 

Algorithms 
 

Table 1 summarizes the security challenges in IoT application areas, along with 

their proposed solutions. Despite research focused on providing solutions to 

mitigate IoT security challenges, these issues remain unsolved due to an inadequate 

understanding of the algorithms that prevent security attacks. This implies that an 

IoT security algorithm requires a clear understanding before it can be enhanced and 

implemented. 
 

3. Related Works 

In recent years, numerous research studies have been published in the field of 

IoT, advancing scientific knowledge [21]. However, many of these studies focus on 

general issues, while the challenges of security and privacy of IoT users are 

discussed only in a generic manner. The following related works discuss key 

observations, ideas, and challenges from the existing literature, along with studies 

that propose solutions and models to address IoT security issues. 

In [22]the authors revealed that IoT comprises three levels: communication, 

identification, and interaction. Authors in [22] and [23] also focused on three key 

issues, such as confidentiality, privacy, and trust, while inadequate attention was 

given to critical challenges, including DoS attacks. Confidentiality is a fundamental 

issue in the IoT environment, where security is not guaranteed for legitimate users 

to access their data. Thus, in the IoT environment, not only do users access their 

data, but unauthorized objects may also gain access through cyberattacks. 

Therefore, preventing such incidents is critical. Privacy is another fundamental 

issue in the IoT environment, where the healthcare system is one of the most 

significant applications. Hence, the absence of a mechanism that prevents access to 

patients' sensitive information is undoubtedly a significant challenge in the IoT 

environment [24]. In contrast, the trust challenge identified is related to peer-to-peer 

interactions among various devices. As such, accessing data is only possible after a 
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successful trust negotiation is completed. Thus, establishing secure trust between 

devices and objects is a challenging task. 

Meanwhile, the study [23] highlighted the importance of security requirements 

in the IoT environment, categorizing them into various categories. These categories 

include confidentiality, authentication, and access control. The main limitation of 

this study is the taxonomy of the IoT challenges, which is still not clear, and the 

absence of detailed explanations on the outlined security requirements. 

On the other hand, the study by [8] focuses on IoT security challenges at the IoT 

layers. Among the security issues mentioned are access control, privacy, 

authorization, and storage. On the other hand, a significant drawback of this study 

is the lack of a detailed explanation of the mechanisms used to address the 

challenges mentioned. The works of [25] revealed that some of the IoT security 

challenges hinder the development of the IoT. 

In the work of [26]the authors proposed a central cloud vision for IoT and 

described the enabling technologies and application domains for the future. The 

research problems identified were based on those reported in [27]. However, the 

authors did not elaborate on security issues and challenges in the IoT environment, 

and their discussions were limited to privacy and identity protection. 

The authors in [28] described the perception of the IoT framework and provided 

details of the methods and techniques. Based on the classification, the research 

proposed several possible research directions related to IoT security issues. In this 

study, the authors recommend solving security and privacy issues by utilizing public 

key cryptography to provide adequate security for IoT users. 

 

4. Architecture Layer and Challenges  

The architecture layers play a significant role in the IoT environment, where 

every layer has a specific function. However, there are various opinions regarding 

the number of architecture layers in the IoT environment. The prominent 

architecture layers include the perception, network, and application layers. Table 2 

summarizes the functions of each architecture layer. 
 

Table 2. Summary of the Security Attacks in IoT Architecture Layers 
 

IoT Architecture 

layers 

Recent security 

challenges 

Year  

Perception layer Side channel and Mirai 

botnet attack 
2016 

Network layer Eclipse Attacks  2023 

Application layer Ring Camera Hacks 2024 
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The explanation of each architecture layer and its functions is given as follows: 
 

4.1 Perception Layer  

The perception layer is considered one of the core layers in the IoT architecture. 

This layer aims to collect information using sensors and actuators and then pass this 

information to the network layer for further processing. Furthermore, the perception 

layer consists of sensors, sensor gateways, RFID tags, and other components. The 

recent security challenges in this layer include Stuxnet and the Mirai Botnet, which 

make the IoT architecture layer very challenging. 
 

4.2 Network Layer  

The network layer comprises the internet gateway, cloud computing, and other 

components, which are operated using technologies such as routers, access points, 

servers, Bluetooth, 3G, LTE, and WiFi, among others. The primary goal of the 

network layer is to route and transmit data to various IoT devices over the Internet 

[51, 54]. The recent security challenges in this layer are KRACK and Eclipse 

attacks. While the work of [55] further identified other threats, such as bluejacking, 

bluesnarfing, blue bugging, file alteration, corruption, and file deletion. 

Alternatively, the confidentiality and privacy of IoT users are vulnerable to attacks 

due to the remote access and data exchange at this layer. 
 

4.3 Application Layer  

The application layer is concerned with the actual operations to be achieved by a 

communication instance. The recent security issues in this layer include Ring 

Camera Hacks and the Strava Heatmap Leak. The function of this layer is to process 

the connections of IoT devices using various communications ports. The IoT 

application layer protocols include HTTP, CoAP, WebSocket, MQTT, XMPP, 

DDS, and AMQP, to name a few [51]. The security challenges in this layer are also 

concerned with the homogeneity of the IoT devices. Figure 1 indicates the IoT 

architecture. 

 
Figure 1. IoT Architecture Layer 
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5. General Security Challenges in IoT 

The primary goal of IoT security is to secure all connected devices. However, 

IoT components and devices often face limitations related to computational 

resources and power consumption. As a result, security challenges are closely tied 

to the principles and functionalities needed to protect the entire IoT environment. 

These challenges also stem from the need to ensure security across diverse aspects 

such as device heterogeneity, mobility, and end-user devices. 
 

5.1 Heterogeneity 

Heterogeneity poses a significant challenge in the IoT environment, as devices 

often have varying capabilities and are interconnected with multiple other devices. 

Thus, each communication protocol must support a wide range of devices, 

regardless of their algorithms. Additionally, the dynamic nature of IoT devices 

further complicates this issue. Therefore, securing end-to-end communication 

remains a critical challenge, and an algorithm has been proposed to address this 

challenge [34]. 

 

5.2 Mobility  

Another distressing factor affecting IoT is the mobility challenge, as many IoT 

devices are attached to moving objects, such as smart cars. Therefore, ensuring a 

robust algorithm and implementing an authentication algorithm to secure the 

communication is of paramount importance [35]. 

 

5.3 End Point Devices 

An IoT environment enables devices to communicate with one another. These 

physical devices are connected to the Internet, enabling them to transmit real-time 

data. Endpoint devices encompass a wide range of items, including actuators, 

sensors, mobile phones, computers, cameras, chips, controllers, drivers, and more. 

Typically, end devices are battery-powered to allow mobility and long-distance 

communication [36]. However, limited battery life remains an important setback 

from the perspective of IoT device mobility. For instance, as everyone who carries 

a mobile phone has no doubt already learned the hard way, even the most 

sophisticated end devices in industries also suffer from the limitation of power due 

to DoS attacks. Therefore, limited power issues hinder the reliability and availability 

of these devices in the IoT ecosystem, where various IoT end devices spend most 

of their time reaching locations with limited power sources. As such, an algorithm 

is required to address the issues.  
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6. Existing Attack in the IoT Environment 

The following section will provide an overview of the various common attacks 

in the IoT environment. 

6.1 Replay Attacks 

In this attacker captures communication packets in between communication and 

then send those packets with malicious content. The hacker sends a message to the 

recipient after looking into the system. When the transmitter stops sending data, it 

begins sending signals as the original sender. The intruder's primary goal in this 

attack is to increase network trust.  A message that is primarily used in the access 

procedure is sent to the recipient by the attacker [39] . A replay attack is defined as 

a security breach wherein some data is kept without authorization and then sent 

again to the recipient with the intention of trapping them in an unauthorized 

situation, such as a duplicate transaction or false recognition or verification A few 

lines of python code is sufficient to perform replay attack on IoT devices that 

operates by Bluetooth pairing, he highlighted some recommendation for this type 

of attack , For example, every packet sent between the master and peripheral devices 

should have a password for each transaction. 

 

6.2 Device Cloning 

Device cloning attacks involve the perpetrator deceiving the victim by posing as a 

trusted device. If the patient unwittingly connects, the attackers can steal the 

patient's data and inflict significant damage on their devices. This article examines 

MAC spoofing and forces repair, two forms of device cloning attacks in which the 

attacker obtains the MAC and GATT characteristics. Inadequate built-in security, 

including compromised authentication, out-of-date firmware, and deployment 

settings like an unattended industrial wireless network, can lead to cloning attacks 

on IoT devices. Attackers used cloning attacks to launch different attacks like DoS 

attacks, data injection attacks, black hole attacks which put vital infrastructures 

powered by IoT at risk. Cloning IoT devices is a serious security risk and very 

harmful, especially in critical infrastructures enabled by IoT. To protect IoT-

enabled critical infrastructures from cloning threats, it is crucial to detect IoT device 

cloning early. The main technological problem with IoT device detection is that 

cloned devices frequently behave just like the real ones and have legitimate security 

credentials. Furthermore, standard cryptographic-based solutions are inappropriate 

for IoT devices due to their restricted resources and capacities for security 

operations. 

 

6.3 Routing Attack 

Data routing is very crucial for health care-based systems because it enables remote 

information distribution and promotes network adaptability in large institutions. 

However, there are several problems with routing, mostly due to wireless systems 

open nature. The information being routed between the sensors in a wireless sensor 

network is the target of this attack. This is because the most important prerequisite 

for wireless health care systems is the secure transmission of patient data to the 

receiving end, which may be a hospital or a doctor. 
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6.4 Simulation of IoT Routing Attacks 

Different routing attack scenarios are sinkhole attack, wormhole attack, version 

attack and flooding attack and selective forward attack are described below.  

 

6.4.1   Sinkhole Attack  

Sinkhole attacks occur when a malicious node strategically positions itself to appear 

more appealing to neighboring nodes as a routing choice, thereby diverting network 

traffic through itself instead of legitimate nodes. Sinkhole attacks are very difficult 

to detect because it exploits the trust between network nodes and proactive security 

measures are required to mitigate them. 

 

6.4.2 Wormhole Attack  

A wormhole attack involves two external malicious nodes establishing a direct 

connection between themselves. These nodes collaborate to forward packets faster 

than the legitimate network paths, making themselves appear more attractive to 

neighboring nodes (victims). The primary goal of this attack is to manipulate and 

gain control over the routing traffic flow within the network. 

 

6.4.3 Version Attack  

A version attack takes place when a malicious node broadcasts a higher version 

number for a DODAG (Destination-Oriented Directed Acyclic Graph) tree in a 

network. Upon receiving these altered DIO (DODAG Information Object) 

messages with the updated version number, other nodes in the network begin 

restructuring the DODAG tree based on the new version. This unnecessary 

restructuring leads to inefficiencies in the network topology, disrupting its normal 

operation. 

 

6.4.4 Selective forward Attack 

A selective forwarding attack occurs when malicious nodes intentionally forward 

only RPL control packets to manipulate routing paths while dropping the remaining 

data traffic packets. These nodes maintain their appeal to neighboring nodes by 

consistently forwarding control packets, ensuring their presence in the routing 

topology. By doing so, they disrupt data transmission without raising immediate 

suspicion, effectively compromising the reliability and efficiency of the network. 

 

6.5 Sensor Attack 

Sensors in the wireless network regularly departed or joined the network due to 

unintentional sensor failures and harmful actions by outside intruders. A wireless 

network sensor may die from a lack of power. In this scenario, a clever attacker can 

quickly enter the network, swap out the sensor for the genuine one, and carry out 

malicious actions. As a result, if patient data is not properly stored among several 

sensors, an attacker may alter it to their own will. Additionally, because there is no 

authentication structure, fraudulent data may be added or presented as legitimate. 

The attacker interferes with the raw data collected by the sensors, such as heart rate, 

body temperature, or step count. For example, they may inject false signals or 

modify sensor readings, leading to inaccurate data being reported to healthcare 

providers or fitness tracking applications. 
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6.6 Data Tempering 

Data can be changed or stole by unauthorized access to IoT devices. Patient’s data 

is managed by third party such as cloud storage devices which stores personal data 

extracted from sensors. Breaches in these systems results in stealing of data. 

Attackers could insert malicious files which could alter the sensitive data and grant 

them unauthorized access to private data. The acknowledgement of falsified 

information by wearable devices may transfer misleading information to customers. 

The entire IoT infrastructure may become dysfunctional by an enemy manipulating 

the data value. Altering the database may cause smart devices to make biased 

decisions, which could interfere with users' ability to live smart lives. Login 

credentials are used by most databases to authenticate users. 

 

6.7 Personal Data 

The use of wearables to continuously monitor health metrics has the potential to 

create health data profiles. This data could be used by advertisers and third parties 

for the implementation of targeted marketing strategies raises significant concerns 

regarding user privacy. Wearable technological devices equipped with GPS or 

location tracking capabilities may inadvertently reveal the real-time geographical 

positions of users. Unauthorized entry to this data could lead to the potential hazards 

to personal privacy, encompassing behaviors such as stalking or harassment, are of 

significant concern. 

Healthcare IoT devices gather sensitive patient data, and vulnerabilities in these 

devices can lead to data breaches that expose health records, personal information, 

and medical histories. Inaccurate data from healthcare IoT devices can significantly 

impact patient care, potentially resulting in misdiagnosis or inappropriate treatment. 

The summary of the attacks in IoT wearable health devices is shown in Figure 3. 

 
 

6.8 DDoS Attack  

DoS attacks remain a significant issue in the IoT environment to this day, as they 

are challenging to neutralize for IoT end users. Thus, such an attack requires a quick 

solution. There are various types of DDoS attacks in the IoT environment, including 

denial-of-service (DoS) attacks, path-based DDoS attacks, jamming, wormholes, 

vampire attacks, carousel attacks, and stretch attacks [37, 38]. In essence, the 

primary objective of DDoS attacks in the IoT environment is to render devices or 

networks inaccessible to users or prevent communication between devices [15]. 

This attack undermines the trustworthiness of IoT data. 
 

6.9 Brute-Force Password Attacks 

The recent escalation of attacks on IoT devices using brute force password attacks 

is becoming increasingly concerning in the IoT environment. Rather than using 

intelligent or complex algorithms, brute-force attacks exploit weak and commonly 

used passwords, which are prevalent in many IoT devices. The attack relies on trial-

and-error methods using automated programs to repeatedly guess passwords until 

the correct one is found [40]. As a result, attackers can gain unauthorized access to 

these devices through persistent and exhaustive attempts [41]. 
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7. Research Methodology 

This study adopts a structured literature review methodology to systematically 

identify, analyze, and synthesize existing research on security challenges in the 

Internet of Things (IoT) environment. The review process was designed to ensure 

transparency, reproducibility, and comprehensive coverage of relevant studies. 

7.1 Literature Search Strategy 

A comprehensive literature search was conducted using major academic databases 

to collect relevant peer-reviewed publications related to IoT security challenges and 

attacks. The primary databases used for the literature search include: 

• IEEE Xplore  

• Scopus  

• ScienceDirect  

• ACM Digital Library  

• SpringerLink  

These databases were selected because they contain high-quality peer-reviewed 

journals and conference proceedings widely used in cybersecurity and IoT research. 

To retrieve relevant studies, several search keywords and combinations of keywords 

were used, including: 

• “Internet of Things security”  

• “IoT cyber attacks”  

• “IoT botnet attacks”  

• “Distributed Denial of Service in IoT”  

• “IoT intrusion detection systems”  

• “AI-based IoT security”  

• “IoT network vulnerabilities”  

Boolean operators such as AND and OR were applied to refine the search results 

and identify the most relevant studies. 

To ensure the inclusion of recent developments in IoT security, the literature search 

focused on studies published between 2018 and 2025. However, a limited number 

of earlier seminal studies were also included to provide foundational context for 

well-known IoT attacks such as botnet-based and DDoS attacks. 

 

 

 

 

 

 

 



Open International Journal of Informatics (OIJI)                                                Vol. 14 No. 1 (2026) 

 
 

12 

7.2 Inclusion and Exclusion Criteria 

To maintain the quality and relevance of the reviewed literature, specific inclusion 

and exclusion criteria were applied during the selection process. The inclusion and 

exclusion criteria mentioned below in Table 3 is used to carefully examine the 

selection of included papers. 

 

Table 3. Inclusion and Exclusion Criteria 

Inclusion Criteria Exclusion Criteria 

Peer-reviewed journal articles and 

conference papers  

Blog posts, commercial websites, and 

non-academic reports  

 

Studies focusing on IoT security 

threats, vulnerabilities, and defense 

mechanisms  

 

Non-peer-reviewed manuscripts and 

unpublished preprints  

 

Research addressing IoT attack 

detection, mitigation, or security 

frameworks  

 

Studies not directly related to IoT 

security  

 

Articles written in English  

 

Duplicate publications retrieved from 

multiple databases  

 
 

 

7.3 Study Selection Process 
The study selection process was conducted in multiple stages. Initially, a broad 

search across the selected databases yielded approximately 100 research papers. 

After removing duplicate entries and screening titles and abstracts for relevance, 50 

papers remained. A full-text review was then conducted to evaluate the suitability 

of each study based on the defined inclusion and exclusion criteria. 

Finally, 41 high-quality studies were selected for detailed analysis in this review. 

These studies form the basis for identifying IoT security challenges, attack 

categories, and emerging defense mechanisms. 
 

7.4 Analysis Framework 
The selected studies were systematically analyzed and categorized based on the 

following aspects: 

• Types of IoT cyber attacks (e.g., botnet attacks, DDoS attacks, malware-

based attacks)  

• Security challenges associated with IoT environments (e.g., device 

heterogeneity, scalability, resource constraints)  

• Detection and mitigation techniques proposed in existing research  

• Emerging security paradigms such as AI-based threat detection, edge 

intelligence security, and zero-trust architectures.  

This analytical framework enabled the identification of major research trends, 

limitations in existing approaches, and potential future research directions in IoT 
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security. The study adopts a quantitative approach to develop a multistage 

classification model. The methodology consists of following steps: 
 

7.5 Systematic Search 
 

The research begins with a structure search to identify recent developments in IoT 

security. Academic databases such as IEEE Xplore, Scopus, ScienceDirect, and 

SpringerLink were explored using keywords including: IoT security attacks, DDoS 

in IoT and IoT security challenges. Figure 2 outlines the proposed research 

methodology. 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

Figure 2. Proposed Research Methodology 

Figure 14 clarifies the steps taken from the initial research question to the results, 

illustrating the logical flow and relationship between different components. It 

typically includes elements such as specify research objectives, purpose of review, 

definition of research, review scope, screening of papers, experimentation of 

machine learning algorithms, results and systematic map. The process begins with 

a systematic literature review, followed by study selection and data extraction. 

Identified IoT attacks and security challenges were categorized and analyzed 

through, and severity levels were determined. The classified risks were then mapped 

to the solutions that have been used to counter these attacks. 
 

7.6 Screening and Selection of Relevant Studies 

After collecting relevant publications, a screening process was conducted to ensure 

research quality and relevance. 
 

7.7 Dataset 

The IoT-23 dataset is a publicly available collection of labeled network traffic 

captures designed for research on malware detection and analysis in Internet of 

Things (IoT) environments. IoT-23 contains 20 labeled captures of malicious IoT 

network traffic and 3 of benign activity. Each capture represents a different scenario 

involving various IoT devices such as security cameras and smart home gadgets. 

Specify Research 

Objective 

 

Scope 

Clear

? 

Yes 

No 

Purpose of Review 

 

Definition of Research 

 

Review Scope 

 

Conduct Search 

 

Final Papers 

 

Screening of Papers 

 

Relevant papers 

 

Experimentation 

 

Results 
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The dataset includes both packet capture (PCAP) files and metadata in CSV format, 

describing communication flows and labeling them as benign or malicious. 

 

7.8 Risk-Based Categorization Model 

The Risk-Based Categorization Mode classifies IoT attacks and security challenges 

according to their calculated risk severity levels. This model ensures that threats are 

not treated uniformly but are prioritized based on their percentage occurrence and 

impact within the IoT environment. The model is derived from the percentage-based 

risk computation performed during the frequency analysis stage. 

To ensure a systematic and evidence-based evaluation of IoT security threats, this 

study employs a weighted risk assessment model using the IoT-23 Dataset to 

quantify the relative severity of different attacks. 

Mathematical Formulation 

Risk Score=α(Frequency)+β(Impact)+γ(Severity) 

α+β+γ=1 
 

Parameter Definitions 

• Frequency (F): Represents the occurrence rate of each attack type derived 

from the IoT-23 dataset based on traffic distribution and attack instances.  

• Impact (I): Indicates the level of damage caused by the attack, such as 

service disruption, resource exhaustion, or data compromise.  

• Severity (S): Reflects the sophistication and strength of the attack, including 

scalability, automation, and difficulty of detection.  

• α, β, γ: Weighting factors assigned to each parameter (e.g., α = 0.4, β = 0.3, 

γ = 0.3), where their sum equals 1.  

The proposed model integrates dataset-driven insights with security impact analysis 

to compute a composite risk score for each IoT attack. The values are then 

normalized to a 0–100 scale to enable consistent comparison across different attack 

categories. By grounding the frequency component in the IoT-23 dataset, the model 

ensures that the reported risk levels are data-driven and evidence-based, while 

impact and severity dimensions provide contextual understanding of attack 

behavior. This approach eliminates subjectivity and enhances the scientific 

credibility and reproducibility of the analysis. 

 

7.9 Attack Categorization 

After extraction, attacks were categorized according to recent challenges such as 

DDoS, brute force and replay attacks. 
 

7.10 Percentage of Risk Calculation and Comparative Analysis 

The severity percentage is calculated according to attacks appeared in recent studies. 

These percentages show emphasis and impact in IoT environment.  

 

 

 
 



Open International Journal of Informatics (OIJI)                                                Vol. 14 No. 1 (2026) 

 
 

15 

8. Result 

This section provides the summary results of the paper for further understanding. 

Table 4 illustrates the recent general security challenges and existing attacks in the 

IoT environment, along with their corresponding solutions.  
 

Table 4. Summary of the Recent Attacks in IoT 

Attack Explanation Proposed 

Solution 

Limitation of Existing 

Work 

Mirai-based Botnet 

Attacks 

Identified large-

scale IoT botnets 

using traffic pattern 

analysis 

Zero Trust 

Architecture (ZTA) 

Focused on detection, lacks 

continuous authentication and 

prevention 

AI-powered IoT 

Attacks 

Used deep learning 

for anomaly 

detection in 

intelligent attacks 

Tiny ML-based 

detection at edge 

High computational cost, not 

suitable for resource-

constrained IoT 

Satellite & Space 

IoT Attacks 

Studied secure 

communication in 

distributed and 

space-based 

networks 

Post-Quantum 

Cryptography 

(PQC) 

Traditional encryption 

vulnerable to future quantum 

threats 

Device Cloning 

Attack 

Introduced 

Physical 

Unclonable 

Functions (PUFs) 

for hardware 

security 

Device 

Fingerprinting + 

PUF 

Hardware dependency and 

implementation complexity 

IoT Routing 

Attacks 

Proposed RPL 

protocol for secure 

routing in IoT 

networks 

Secure RPL with 

IDS integration 

Vulnerable to insider and rank 

attacks 

Data Tampering Introduced 

blockchain for data 

integrity and 

immutability 

Blockchain + End-

to-End Encryption 

High energy and 

computational overhead 

Brute-Force 

Password Attacks 

Established secure 

authentication 

principles 

Multi-Factor 

Authentication 

(MFA) 

User inconvenience and 

usability challenges 

 

Table 4 above summarizes the most recent risks of attacks in the IoT environment. 

Figure 3 shows the attack analysis results. 
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Figure 3. IoT Recent Attacks  

The results in Figure 3 indicate that Mirai-based botnet attacks pose the highest risk 

in the IoT environment, with an approximate risk level of 90%, highlighting their 

widespread exploitation of vulnerable IoT devices. This is followed by AI-powered 

IoT attacks, which demonstrate a high risk level of around 85%, reflecting the 

growing sophistication and adaptability of intelligent attack mechanisms. Data 

tampering attacks also show a significant impact with an estimated risk of 80%, 

emphasizing concerns related to data integrity in IoT systems. 

Furthermore, satellite and space IoT attacks present a considerable risk at 

approximately 75%, indicating emerging vulnerabilities in extended IoT 

infrastructures. Device cloning attacks account for around 70%, while IoT routing 

attacks exhibit a moderate risk level of about 65%. Lastly, brute-force password 

attacks, although still relevant, show a comparatively lower risk level of 

approximately 60%. These values represent relative risk estimates derived from 

observed attack trends and literature, providing a comparative understanding of the 

severity of different IoT threats rather than exact statistical measurements. Figure 4 

shows the IoT attacks growth across the years. 
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Figure 4. IoT Attack Growth Trend  

Figure 4 shows all types of IoT attacks are increasing globally, with DDoS and 

Mirai botnet attacks showing the steepest growth, which highlights the increasing 

security risks in IoT networks. The trend underscores the urgent need for enhanced 

IoT security measures, especially for attacks that scale quickly like DDoS and 

botnet attacks. Table 6 provides the general IoT security challenges.  
 

Table 6. Summary of the General IoT Security Challenge 

Challenges Solutions to the attacks  

Heterogeneity  Quantum-Secure Middleware 

algorithm 

Mobility  6G-Integrated Mobility and Quantum-

Resistant Handover Algorithms 

End Point 

Devices 

Genetic algorithm for healing devices  
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Table 6 presents a summary of the general IoT security challenge, along with a 

possible solution algorithm to address the security challenge. Figure 5 illustrates the 

challenge analysis. 

Figure 5. IoT Challenges  

Figure 5 illustrates the general security challenge in IoT. Based on the analysis 

results, the heterogeneity challenge can be considered one of the highest challenges 

in IoT general security. Additionally, the analysis reveals that heterogeneity poses 

an 80% risk. While mobility with endpoint devices carries a 70% risk, mobility with 

about 60% is also a concern. Table 7 will describe the existing attacks in the IoT 

environment.  

 

Table 7. Summary of the Existing Attacks in the IoT Environment 

Attacks Solutions to the attacks  

DDoS attack  Implementation of a Quantum-

resistant DDoS algorithm  

Replay attack  Implementation of a nonce 

cryptographic algorithm  

Brute force 

password  attack  

Implementation of the Bcrypt 

algorithm 

Device cloning 

attack 

Device identity verification 

IoT routing 

attacks 

Secure routing protocols 

Data tampering Data integrity verification 
 

Table 7 identifies suggested research algorithms that can be used to address the 

attacks in the IoT environment. Figure 6 will describe the attack analysis based on 

risk percentage Table 5.  
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Figure 6. Existing Attacks in the IoT Environment 

Figure 6 describes the analysis of the existing attacks in the IoT environment. 

Hence, the analysis results reveal that DDoS attacks pose the highest risk among 

existing attacks in the IoT environment, accounting for 90% of the total risk. In 

contrast, brute force password attacks account for 70% of the risk, while replay 

attacks account for 50%. This shows that the DDoS attack needs the utmost attention 

in the IoT environment.  
 

9. Conclusion 

This paper reviews and investigates recent IoT attacks, general security 

challenges, and existing threats in the IoT environment, and proposes various 

solutions for mitigating these attacks. The IoT security attacks mentioned in this 

study should be addressed from both technical and adoption perspectives. The main 

contribution of this paper is to provide current information about security attacks 

and threats in the IoT environment. In addition, this paper will suggest future 

directions for future researchers. To conclude, the paper suggests that if Post-

Quantum Cryptography (PQC) algorithms are implemented in different ways, the 

risk of attacks will be minimal.  
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