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Abstract

Abstract— The implementation of Internet of Things (loT) and Big Data Technology has
facilitated the development of Smart Cities. lIoT collects data through sensors and
actuators from different sources, such as smart devices, wearables, infrastructure, vehicle
and so on, are tightly coupled with the usage of big data analysis to generate significant
insights. This paper first introduces the reason for the emergence of smart cities,
following with the concept overview of loT, big data and smart cities. In addition, the
following reviewing different frameworks proposed to implement loT and big data in
various domains.
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1. Introduction

Cities are often highly populated due to the various opportunities that they offer
to the citizens. They are usually being said as the centre of industry, business, and
education, which offers a wide range of opportunities in the employment market
[1]. In addition, high standard amenities, advanced healthcare, convenient
transportation systems and the huge variety of resources that they offer also
contributes to a higher quality of life. However, the increasing of density in city
populations also leads to the increasing in demand for resources, such as the
infrastructure, services, transportation and so on. The United Nations has
estimated that there will be around 68% of people living in urban areas by 2050
[2]. While the urbanization provides more opportunities, it also leads to negative
impacts such as traffic congestion, air pollution and the increasing needs for utility
resources and management of waste and energy [3].

Thus, as urbanization in cities will be a continuous phenomenon, it is one of the
utmost priorities to maintain the quality standard in the urban setting with these
huge population of citizens by providing adequate provision. In such
consequences, with various research and development process being carried out,
the emerging of
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smart city would be the solution needed to tackle the challenges faced due to the
rapid growth of population in the city.

To achieve full potential of smart cities, there’s a need to effectively collect and
manage the extensive data obtained, therefore the success of smart cities hinges on
the combination of technology solutions, IoT and big data analytics to empower its
capabilities by providing reliable methods for data collection, communication,
integration, and analysis of real-time and historical data, along with the storage of
data [4]. IoT and big data in smart city works simultaneously, as the data used in
big data analytics requires the environmental data collected from IoT devices from
various domains in the smart city. The combination of IoT and big data improves
the decision-making process as it provides statistics and analytic data to make
informed decisions.

2. Overview of 10T, Big Data and Smart Cities

Internet of Things (IoT) has been widely discussed since the past decade. IoT
does not have a standard definition [5], however it is usually defined as a system
which allows a massive number of physical devices to be connected to the
Internet, which each of the devices are uniquely identifiable and can be interacted
through the network [6]. The “things” in IoT can communicate, and does
computation among themselves, without the need of human interrupt in the middle
of the process. Its underlying technology includes cyber physical systems,
ubiquitous computing, internet protocols (IPs) and applications. The computation
sometimes involves artificial intelligence and machine learning to create a better
algorithm model for data analysis.

By embedding sensors, actuators along with communication capabilities,
physical devices which are connected to the internet can communicate with each
other intelligently, transmit data to a central back end or cloud platform for
analysis, and respond to changes. This promotes the creation of smart
environment, and leads to improvements in efficiency, convenience, and
productivity.

Big data usually refers to the retrieval, processing and management of a
massive data sets, that are collected within a specific timeframe with the usage of
software tools. The data sets can be categorised into structured data, which are
often numeric and easily to be stored in a relational database; semi-structured data,
which does not strictly follow the structure of traditional relational database, but
still contain some organization level, for example XML or JSON; and
unstructured data, which does not have a consistent structure, for example, videos,
images or raw data from loT sensors.
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Figure 1. Big data’s “5Vs” [5]

The characteristics of big data are categorized into “5Vs” as shown in Figure 1,
which are as follow:
1. Volume: Big data consists of a vast number of data, which comes from
various sources like sensors, social media and manually uploaded data.
Large storage and powerful computation is needed to process the data.
ii.  Velocity: The growth rate of data for big data is fast. It involves
continuous real-time data streams, such as data from IoT devices.
Processing of those data are time-sensitive and requires accurate
insights.

iii.  Variety: Big data consists of 3 different types of data, structured,
semi-structured and unstructured. Data storage would need to be able to
manage these diverse data types.

iv.  Value: Valuable data would need to be processed from the massive
amount of raw data, which there might only be below 10% of value
ratio [7].

v.  Veracity: Data obtained would need to perform data filtering and
validation to prevent involvement of inaccurate or incomplete data, and
ensure quality, accuracy and reliability of data.

Apache Hadoop is a one of the powerful open-source technology used in big
data, is scalable and suitable to process and store large amounts of data with its
cluster of powerful hardware backend. The core services of Hadoop - Hadoop
Distributed File System (HDFS) service is offered to store massive data, and
MapReduce is used to provide parallel computing services. It provides benefits
like high availability, high scalability, fault tolerance and cost-effectiveness, as it
efficiently manages large amount data disregard their types by distributing them
among all available compute nodes. The application of Hadoop and its services
will be further discussed in the literature reviews, where [15]-[18] have all
integrated Hadoop services into their implementation. Big data in smart cities
contain rich and diverse data resources, where various fields and departments
are included. For example, government,
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healthcare, transportation, and economy data. The variant of data is rich, and it’s
usually processed real-time and has a fast growing speed.
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Figure 2. Architecture of Smart City [2]

The concept of smart cities utilizes the information and communication
technology (ICT) to promote and enhance the quality of services and life to the
citizens, and foster sustainability, energy efficiency, and a green environment.
Smart city involves multiple smart systems across different domains, which
involves smart homes, smart traffic, smart transportation and so on.

Based on Figure 2, the architecture of a smart city consists of 4 layers, which is
based on the architecture of IoT. It includes the perception layer, communication
layer, data management layer and the topmost layer is the application layer. The
perception layer will play the role of data gathering. This layer is built from a
large fleet of sensors from multiple domains to collect the temperature, humidity,
air quality, location and much more. The communication layer is where the
sensors and smart devices are being connected to the network wired or wirelessly
and through different network protocols that covers short-range and wide range of
data transmission. This enables the sensors to be able to communicate with other
sensors, and to the backend computation in the fog or cloud. The data management
layer is where the computation and big data analysis takes place, where raw data
are being processed, analysed, stored, and perform decision making. The
application layer is where most of the citizens have direct interaction with. The
applications are fed by the data processed in data management layer and will be
visualised in different applications according to the government departments or
the service vendor.

3. Problem Definition

The motivation which leads to the need of this review mainly to understand
how IoT and Big Data can seamlessly integrate into different smart city
applications to provide quality of services and quality of live.

There are a few challenges led by the rapid urbanization and high population of
cities, which includes air pollution, traffic congestions, outdated or limited
infrastructure and so on. IoT which consists of interconnected sensors and
actuators
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can collect real-time data from diverse aspects of the city, for example like traffic
patterns and air quality. However, this causes another issue as the sensors collects
raw and unorganized data which might not contain 100% valuable data. Therefore,
big data is integrated in smart cities to analyse all the data collected from IoT
devices by processing, storing and provides valuable insights.

As the IoT and Big Data is always being discussed that it brings a lot of benefits
theoretically, there are needs to have an in-depth review of how the
implementation of the IoT and big data framework really works and how are they
being integrated in smart city initiatives. Through a comprehensive review of
journals and case studies regarding IoT and big data frameworks in multiple
domains, this paper aims to:

e Give an overview of the concept of [oT, big data, and smart city

e Explore how existing frameworks implements [oT and big data in smart cities
These provide valuable insights for researchers and urban planners to have a
clearer understanding of the involvement of IoT and big data in smart city, which
enables them to provide innovative solutions to solve existing and emerging issues
in current cities.

4. Review : IoT in Smart City

The integration of the Internet of Things (IoT) into urban infrastructures is
revolutionizing the concept of smart cities, offering advanced solutions for
improving everyday life. This review focuses on three critical areas of IoT
applications: smart homes, smart traffic and transportation, and the smart
environment. In smart homes, IoT enables enhanced energy efficiency,
automation, and security through interconnected devices. In the realm of traffic
and transportation, [oT systems optimize traffic flow, reduce congestion, and
enhance public transit operations. Additionally, IoT-driven environmental
monitoring helps cities address challenges related to pollution, waste management,
and resource sustainability. By exploring these key sectors, this review highlights
how IoT is driving the future of urban living, fostering efficiency, sustainability,
and improved quality of life.

4.1 Smart Home

Smart homes are one of the integral components in smart cities, as they promote
living comfort, enhance security, reduce energy consumption, and efficient
resource management, such as gas, water, and electricity. [oT enabled devices help
to monitor the usage of utilities and optimize the resource utilization. IoT can also
be used in detecting leaks or preventing short circuits.

A smart home system which utilizes the IoT architecture, which is named
1HAS, was proposed by S. M. Shabber, M. Bansal, P. M. Devi and P. Jain [8] as
illustrated in Figure 3. This framework enables users to remote monitor the status
of their home appliances and interact with them, such as turning on and off the
appliances. This can be done by the users through the Blynk app in their
smartphones which the app is connect to the Blynk server. The implementation of
the system uses an ESP8266 microcontroller, and a relay board to connect the
input of appliances to the microcontroller.
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Besides, the aging of the population in the city is also another reason why smart
homes should be implemented, as elderlies might hurt themselves due to a fall,
when there’s nobody at home. Therefore, it’s important that mart homecare
solutions are being integrated as a part of the smart home system.
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Figure 3. iHas system’s proposed flow [8]

To support the comfort and safety of elderly people, I. Zavalyshyn, A. Legay, A.
Rath and E. Riviére proposed a smart homecare system, with the smart hub as its
central component [9]. The smart hub would collect data from various sensor
devices being installed at home or from a wearable device, and then process the
data locally in the smart hub without sending it to external parties, which enforces
the protection of privacy as shown in Figure 4. If anomalies are detected according
to the sensor data or certain criteria met, alerts and notifications will be sent to the
respective social circles which are responsible for that item. For example, the
family will have full access to the elderly’s data, while the doctor can only access
aggregated data instead. The internal of the smart hub consists of device drivers,
middleware such as Zigbee or BLE, APIs for the application to interact with the
sensor data, and applications to show historical or real-time data of the elderly at
home.
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Figure 4. Overall view of the proposed smart homecare system [9]
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4.2 Smart Traffic and Transportation

IoT are being used in smart traffic and intelligent transportation systems (ITS),
which real-time traffic data and physical transportation systems can be obtained
and monitored to provide safer and efficient traffic management and transportation
systems to the citizens.

In [10], the architecture of smart transportation is being discussed.
Communication between smart vehicles usually relies on the vehicle-to-everything
network, which the vehicle can communicate with vehicles, pedestrians, road
infrastructure and to the network. In Figure 5, the use application scenarios of
smart transportation are stated. Global Navigation Satellite System (GNSS) which
includes GPS as a subset, can help to localize the vehicle within 1cm-1m accuracy.
Sensors such as LiDAR and Radar are used to help in vehicle navigation by
detecting the distance between vehicles and obstacles. When there’s potential for
collisions, real time safety warnings will be sent through V2X communications to
avoid collisions and prevent traffic accidents. Autonomous vehicles which require
connecting with the V2X network to collect data from various infrastructure about
information on the road to make informed decisions during autonomous driving.
Infotainment can also make use of V2X communications to deliver high quality in
car entertainment system.

Figure 5. Smart Transportation Use Cases [10]

M. Derawi, Y. Dalveren and F. A. Cheikh had proposed a solution where
vehicle-to-infrastructure (V2I) communication is being integrated in smart traffic
systems to share data from multiple IQRF sensors into a single system to improve
traffic safety [11]. Traffic lights, light poles, and other infrastructures are being
connected through radio frequency to the IQRF network, and they will be used to
collect data and send to the cloud.

Europe has developed a smart city project - Stardust Project. It implements [oT
based smart buses into the smart city project and monitors the data generated by
the electric buses [12]. The electric buses communicate with the infrastructure
nodes distributed in the city, such as lamp posts or buildings via wireless
communications. They communicate through the LoRa/LoRa WAN
communication, which provides communication within long ranges while only
consume low power, and it’s easy to
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integrate into the cloud enabled infrastructures. They are using a star topology for
their network, where the buses will communicate directly to multiple
infrastructure nodes in the city. The data collected by the buses, including the
location data, the flow of passengers at every stop, temperature and humidity in
the bus, bus’s battery status and traffic incidents will be recorded and sent to a
cloud-based system for monitoring purposes. The bus will then improve their
operation by informing the users about the expected arrival time, and to obtain
insights of traffic flows for the smart city’s traffic optimization. The data are
processed using big data tools like Apache Kafka, stored in a MySQL database,
and are analysed using Machine Learning models.

4.3 Smart Environment

The rapidly increasing urbanization and development in cities, and the
increasing of vehicles and expanding industrial areas has caused air pollution
issues in cities, which brings harmful impact to both human and environment. The
poor quality of air due to the pollution would slowly harm the health conditions of
humans and lead to reduction in life span. The environment, such as air, or the
agriculture industry would also be affected. Therefore, smart city should address
these issues by implementing a smart environment framework to monitor the
pollution levels and solve the pollution issues in the city.

Y. P. Reddy, T. Parameswaran and R. Sathiyaraj has then proposed a framework
to monitor the air quality level in traffic, industrial and residential areas [13] as
illustrated in Figure 6. The framework involves sensors to measure temperature,
humidity and multiple pollutants, such as mononitrogen oxides (NOx), carbon
monoxide (CO) etc. to compute the Air Quality Index (AQI). Moreover, as the
vehicle emission is one of the main contributors to air pollution, therefore this
framework also involves intelligent traffic control to avoid traffic congestion and
helps to reduce fuel combustion. Sensors including piezo sensors, road tube
connectors, microwave detector and proximity sensors are being used to detect the
traffic information. The data collected will then be stored and analysed to be
visualised in graphical user interface, and to be used as input for the intelligent
traffic control system. It helps to re-route the traffic which minimizes the traffic
congestion, which leads to reducing the pollutants produced by vehicle emissions.
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Figure 6. Proposed Framework for Smart Environment Monitoring [13]
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Another example of usage of IoT in smart environment monitoring which is
related to monitoring of water contamination has been given in [14]. Cloud-
connected smart aqua sensors are being placed in water sources from different
location, and the data collected are being transmitted to the cloud. The system can
then analyse and monitor if the water is clean or being contaminated by using the
insights and visualization from the processed data.

5. Review: Big Data in Smart City

The increasing complexity of urban environments calls for innovative solutions,
and Big Data is emerging as a key enabler in the development of smart cities. This
review delves into the diverse applications of Big Data, focusing on four critical
areas: its role in smart homes, the Public Energy Living Lab (PELL) Smart City
Platform, predicting crowdedness levels in Mass Rapid Transit (MRT) systems,
and geospatial Big Data architecture. In smart homes, Big Data enhances energy
management, security, and user personalization. The PELL platform leverages
data for optimizing public energy consumption and sustainability efforts.
Predicting crowdedness levels in MRT systems, facilitated by Big Data
frameworks, improves public transit efficiency and user experience. Lastly,
geospatial Big Data architecture provides real-time insights for urban planning and
resource allocation. This review explores how Big Data is transforming smart city
infrastructures, driving informed decision-making and improving urban life.

5.1 Big Data in Smart Home

In recent years, it is noticeable that more and more homeowners transform their
traditional homes into smart homes, due to the awareness of the convenience and
comfort that smart home solution brings to life. However, there are vast amounts
of data being produced by the IoT devices in a smart home, which requires
processing to provide valuable insights. Therefore, big data solutions are
integrated into smart homes to collect data and provide analysis for different
aspects, such as energy consumption, behavioural patterns and much more.

In [15], it discusses the overview of integrating big data service into a smart
home. The system will first collect data from MQTT brokers in the acquisition
layer. Next, Apache Kafka is used to store the streamed raw data temporarily in
the collection layer. Data is then passed to the storage layer, where data is stored
persistently in Apache Cassandra to ensure that no data loss occurs. The analytic
layer will then utilize Apache Spark to aggregate and transform the data to
different types of data output according to the use case in the application. Data can
be processed in real-time, periodically, and on demand. Lastly, the serving layer
provides data warehouse services, where smart home applications can make use of
the data, and data API, where it serves as a gateway for third-party applications to
communicate and access the data being generated.

5.2 Public Energy Living Lab (PELL) Smart City Platform
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A Big Data Processing architecture for PELL Smart City Platform was
introduced by M. Ali and F. Moretti, to develop a big data driven processing
algorithm to collect, process and analyse data, which helps in the understanding of
the behaviour of the lighting plant and assesses the performance of public street
lightning [16]. As shown in Figure 7, the architecture of the proposed solution is
split into 3 layers, firstly the data sources and ingestion, secondly the data
integration and processing, and lastly presentation. 3rd party apps which use a
general middleware, PELL portal with manually uploaded information which
sends data through SQL protocols, PELL Gateway where machine to machine
communicate through RESTful APIs, and broker which uses the MQTT protocol
to stream data are the data sources of the proposed big data processing
architecture.
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Figure 7. Proposed architecture for Big Data Processing in PELL Smart City
Platform [16]

The data collected are then stored into two different database systems, static
data are utilizing the relational database, while dynamic data is stored in
unstructured data lake repository. The data integration phase will then merge these
stored data from both domains, presented through XML format or through MQTT
broker in JSON format, to calculate the Key Performance Indicators (KPI) of the
public street lightning’s electric energy consumption. The data will then be passed
on to perform data integration, where Apache Spark library is used to aggregate
data into a new output data and transport to the final presentation layer in Apache
Parquet format. Lastly, the presentation layer monitors and does analysis of the
KPI results using the data, and JavaScript libraries are being used to visualise the
data in the web based front-end.

5.3 Predicting Crowdedness Level of MRT Using Big Data Framework

As public transport is key role in the development of smart cities, therefore it
is important that the public transportation provided is reliable and cost-effective.
Big data comes in place as it provides insights about the crowd density that utilise
public transport, which is crucial for urban planning, and to avoid overcrowded of
transport. F. Liu, S.P.R. Asaithambi and R. Venkatraman had proposed a big data
framework, which is based on Hadoop, as seen in Figure 8 to predict and analyse
the level of crowdedness of the MRT station platforms in Singapore [17].
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Figure 8. Conceptual Architecture of the proposed Big Data Framework [17]

The data used in this framework are obtained from 2 sources, which is the
MRT platform crowd density, which is a dynamic data, and the geographical data,
which is a static data. The architecture of the framework includes 4 stages of big
data, which includes data ingestion, where Apache Flume is used for real-time
crowd density data, and MySQL is used for static geographical data. Spark
Streaming is then being used to read the data being streamed, then process it
through Kafka. Both the raw and streaming data are then being stored in HBase
and HDFS to perform data processing by using Hive and SparkSQL to convert
HBase data to MySQL. Lastly, machine learning model is being trained by using
Apache Spark ML and the output are stored in MySQL database for data
visualization.

The framework uses Recursive Feature Elimination (RFE) to identify the
number of data need to be remained for the classification model, which are the
stations with at least one occurrence of medium or high occupancy. Besides, an
approach of SMOTE with Balanced Random Forest Classifier has been used to
solve the imbalanced distribution of data to obtain a more accurate data.

5.4 Geospatial Big Data Architecture

The rapid expansion of cities has led to numerous environmental challenges,

including increased pollution, the intensification of the greenhouse effect, and
disruptions to ecological balance. As urban populations grow, these issues become
more pronounced, affecting public health and long-term sustainability. To address
these challenges, smart cities have emerged as a critical solution, utilizing data-
driven technologies like IoT and Big Data to monitor and manage environmental
conditions. By integrating smart infrastructures, cities can reduce pollution,
optimize energy use, and promote eco-friendly practices such as renewable energy
and efficient waste management.
A key component of smart cities is geospatial big data architecture, which
provides valuable insights into the spatial relationships between urban elements
and the environment. By analyzing geospatial data, cities can make informed
decisions on land use, resource allocation, and environmental protection. This
technology enables more accurate environmental models, helping to mitigate risks
associated with pollution and climate change. By leveraging such advanced tools,
smart cities can optimize transportation systems, enhance green spaces, and ensure
a more sustainable and ecologically balanced urban environment for future
generations.

A general big data architecture has been proposed by Y. Gacha, M.A.B
Rhaiem and T. Abdellatif for a geospatial system for a green smart city [18] as
shown in
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Figure 9. Two sources of data are being collected, which are streaming data from
IoT devices and social medias, and bound data, which are static data from existing
geospatial databases. Data collection is then done by using Apache Kafka and
Apache Flume to collect the large amount of data. Preprocessing of the data
collected, and data labelling is done during this stage. Next, the data can be stored
in non-relational database, such as MongoDB and Apache HBase and so on,
according to types of data. The spatial property of data stored can then be
managed through spatial indexing and spatial querying. Next, the data are being
pass on to the data processing stage, where analysis are being carried out through
either stream processing for real-time data, or batch processing for existing static
data. Lastly, these analysed data will then be provided to different service to
represent the data through visual interpretation.
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Figure 9. Big data based Geospatial System Architecture [18]

6. Solution Approaches and Method

The method being used to identify the role of IoT and big data in smart city is
based on Systematic Literature Review approach. Various relevant studies that are
published are gathered and analysed in this paper to provide a clearer picture about
what are the role of IoT and Big Data in Smart Cities. They are gathered from
multiple sources, mainly from IEEE, and some from Science Direct, Springer, and
Google Scholar.

First level searching was done through both IEEE Xplore and Google Scholar.
Keywords related to the topic, for example, smart city, [oT, Big Data, and their
combination, such as IoT in Smart City, Big Data in Smart City and so on as
shown in Figure 10. The search results are being filtered to only include the recent
5 years of papers, from 2020 to 2024. Possible candidates are then being chosen
according to the title of the topic, which has a higher match with the title of this
review paper’s topic.

Next, the second layer of filtering is done via screening through the abstract in
the possible candidate papers. Then, the abstract that shows high relevancy to this
topic are then being selected for review.
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In the third layer, a read through of the contents of the candidates such as its
results stated, graphs and diagrams are done. Finally, 20 papers are being reviewed
and cited in this paper. The final paper selections are reviewed comprehensively
and chosen based on these criteria:

i.  Research explains about the definition or concept of 10T, big data or smart
city in general.
ii.  Research incorporates the details of what are the roles of IoT or big data in
smart cities.
iii.  Research contains framework of IoT or big data in smart cities.

7. Results

Smart Home, Smart Traffic and Transportation and Smart Environment are
being chose to review the implementation of IoT and big data in smart cities.
These applications are being chose as they are more common to the citizens, as
they usually involve in all these applications in their daily lives. By reviewing how
IoT and big data can bring benefits to these applications, it helps the urban
planners to make informed decisions accordingly.

The literature reviewed which states different [oT frameworks implementation
in different applications proposed few concepts that can be referred in future
implementation. According to the data summarised in Table I, V2X and V2I
communication are highly implemented in smart traffic and smart transportation
systems, instead of just relying on the sensors of the individual vehicle. By
implementing V2X communication, it extends the perception of the vehicle
beyond its sensor range, as the vehicle can communicate and exchange data
directly with other vehicles, pedestrians, or road infrastructure as desired [19].
Moreover, the road infrastructures, especially those located in high traffic flow
areas are suitable locations for sensor placement, to track traffic flows and perform
V2I/V2X communications. It can also be concluded that in terms of smart home,
wireless communication with low power consumption and easy for deployment,
such as Zigbee and BLE is suitable for smart home context, where there’s no need
for long range data transmission. Whereas for long range data transmission, LoRa
WAN or IQRF can be implemented as they are able to achieve long-range
communication, which are suitable for communication between infrastructures.
The sensors chosen for the [oT implementations are usually based on the purpose
of the implementation, so that correct data that are related to the proposed system
are collected.
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Table 1. Implementation of IoT in Smart Cities

—_— _— - . - Communication / Network
Application Existing Use Cases Purpose Sensors Used Technalogy Used
Home appliances To monitor the status of
momitoring system [8] home appliances remotely Hemé zpphiances Necistianed
Smart Home
Snart b tem [9] T(;‘suppgrll;helcomfuit a'ttld Not mentioned, multiple Zishee BLE
1 omecare system safety of elderly people a bl igbee,
home
Localization and navigation,
: accident avoidance,
Smart vehicles [10] antonbebs driying: bettes GNSS, LiDAR, Radar V2x
infotainment services
Smart traffic systems [11] Improve safety on the road IQRF sensors Va1
Smart Traffic and Provide better user
Trengoriabon Smart buses [12] cxperiencotobys Not mentioned V2L LoR#/LoRaWAN
passengers, traffic
optimization in smart city
Minimize the traffic
Infelligent traffic control congestion, which leads to Piezo sensors, roadrtu‘be
system [13] reducing the pollutants connectors, microwave Not mentioned
¥ produced by vehicle detectors, proximify sensors
emissions
Nitrogen Oxide Sensor,
Sulphur Dioxide Sensor,
Smart air pollution detection < y Carbon Monoxide sensor,
system [13] Monutor air pollution level Elettivchical TorciGa Not mentioned
Smart Environment sensor, temperature sensor,
hunndity sensor
Smart  water  pollution | Determine contaminated et gu sersors Not mentioned, connected
detection system [14] water source 2 to cloud

Big data is the key instrument for city management purposes, which helps to
enhance efficiency, effectiveness, transparency and accountability, and provides
more effective communication between government bodies and citizens [20]. In
Table 2, it can be concluded that Apache Hadoop gains trust from multiple users,
as it is open source, and it provides scalability, reliability, and distributed
computation power for massive data sets.

Table 2. Implementation of Big Data in Smart Cities

Application Existing Use Cases Purpose Big Data Technology Used
P — Smart Home ToT Network | Process large amount of data Apache Kafka, Apache Spark,
Diagnostic [15] generated in smart home Apache Cassandra
Understanding of the behavior of
: the lighting plant, analyze the Apache Spark, Apache Parquet,
Sinart Tmffic BELL Smurt Cily Platform [15] performance of public street SQL Protocol broker
lightning in smart city
E Apache Flume, MySQL, Spark
Crowd density prediction in MRT ObtarrMRTiplatform crowid Streaming, Apache Kafka, Apache
Smart Transportation density for better public transport 2
[17] : iy o HBase, Apache HDFS, Hive,
planning and utilization

SparkSQL, Apache Spark ML

Smart Environment

Geospatial System [18]

To obtain msights to form a green

city

Apache Kafka, Apache Flume,
MongoDB, Apache HBase

8. Conclusion
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In summary, this review paper has provided a comprehensive introduction to
the concepts of the Internet of Things (IoT), Big Data, and their roles in the
development of smart cities. As cities continue to face challenges stemming from
rapid urbanization, the implementation of smart city initiatives has emerged as a
promising solution. These initiatives rely on the seamless integration of loT and
Big Data to address urban issues effectively. This review has explored the
application of IoT and Big Data in various smart city domains, including smart
homes, smart traffic management, smart transportation systems, and smart
environmental monitoring. The discussion covers the different technologies and
frameworks used to implement IoT and Big Data across these applications,
demonstrating how these tools work together to enhance the functionality and
sustainability of urban environments. The vast amount of data generated from
these smart city applications offers valuable insights that contribute to the
continuous improvement and development of cities. By analyzing this data, urban
planners and policymakers can make more informed decisions, optimizing
resource allocation, improving energy efficiency, reducing pollution, enhancing
public safety, and ensuring a higher quality of life for residents. The integration of
IoT and Big Data is not just a technical advancement but a critical driver for the
future of sustainable urban living, paving the way for smarter, more resilient cities.
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