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Abstract

Industry 4.0 (14.0) is a term for the digital revolution in industrial production emerging from the
comprehensive networking and computerisation of all areas of production. The changes arising from
the digital revolution in the production and value creation process are radical and pose a real
challenge to organisation. Small and medium businesses need to develop strategies in good time to
exploit the new possibilities of digitisation, to improve established processes and develop new
business models. Small and medium enterprises are constantly forming and fighting with the
obstacles that market leaders face. As a result, new challenges must be discovered, and the existing
worldwide pandemic must be addressed as soon as possible. It has been recognised that not only
current organisational structures will not be suitable but the vision from top management, and as a
result, digital transformation in industries and leadership has evolved. Through the eyes of
tomorrow's leaders, we examined the idea of digitisation and its influence on Malaysian SMEs in
this study. The study also suggested that adjustments are required to be made, such as more robust
in IT strategic, developing innovative and creative solution, and improving IT infrastructure.
Keywords: Industry 4.0, SMEs, readiness assessment, manufacturing, digitalisation

1. Introduction

Small and medium enterprises (SMEs) are playing significant contributions in
the economic development with cutting-edge technologies are considered as a
backbone of national economy [1]. They serve as a pillar of economic progress,
bringing wealth to the people. With technological advancements and the new
concept of 14.0, new infrastructure and workplace are created, inspiring people to
come up with new and improved ideas and solutions. SMEs is confronted with a
various challenge related to political and environmental changes, as well as
technical improvements and security measures [2].The concept of the 14.0 is a
game-changer, and it was first mentioned in 2011, when the German government
announced efforts to protect industry's competitiveness [3]. As a result, we can
conclude that 14.0 which covers digitalisation and smart manufacturing, which is
focused on innovation, creation, and acceptance of new technologies and need a
strong IT infrastructure, are inextricably linked. Furthermore, recent 14.0 research
has concentrated on the adoption of new and sophisticated technologies that have
developed in the digitalisation era, and therefore how different organisations would
accommodate and leverage these technologies. Previous research has frequently
characterised the pillars of 14.0, concentrating mostly on the definition of the term
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and where it was established, rather than the impact and use of the technology itself

[4].

2. SMEs Manufacturing

Manufacturing companies, particularly SMEs, are struggling to implement 14.0
and reap the benefits of its promise to improve shop floor productivity. They
frequently have no idea how to approach the 14.0 problem or how to begin
introducing and implementing 14.0 concepts. Only a few studies expressly focus on
assisting SMEs' evolutionary journey and paradigm shift toward "Smart
Manufacturing" or “Digitalisation” or "Industry 4.0," according to their literature
evaluation. Due to the constant growth of innovations and technology, SMEs
frequently confront challenges in such creative processes. As a result, more research
is needed to develop specific instruments and models for SMEs using 14.0 in their
businesses and manufacturing plants. According to some researchers like Schroder
and Sommer, the size of the company matters when it comes to implementing 14.0
[1][5]. According to Sommer, the smaller the company, the more difficult it will be
to gain from 14.0, and the more probable it will be to become a victim of it. For a
numerous reason, including job creation, increased productivity, and poverty
reduction, SMEs are considered as the economy's key driver [6]. In fact, SMEs are
vital to enhancing socioeconomic development since they are the best players for
encouraging innovation and long-term development strategies. According to De
Carolis, SMEs play a critical role in innovation, which is classified as "increasing
collective productivity, information exploitation, and breakthrough ideas”[7].
Similarly, it was agreed that SMEs rely greatly on their capacity to meet client
demands and requirements to succeed in today's highly competitive business
environment.

The second most important issue in the literature is SMEs and technology,
particularly SMEs are the supplier of larger Multinational Enterprises (MNEs) in
local markets [8]. SMEs incapable to become global players if they are facing higher
barriers to entry in international operations and difficulty protecting their
intellectual property rights. SMEs should solicit the help of larger corporations
when invest in other countries. Entrepreneurs in Malaysia, particularly those in the
SME sector, may boost economic growth by investing while also creating jobs for
the locals [9]. In this instance, the government's primary job would be to assist
entrepreneurs. Local banks and financial institutions can play an essential role by
providing the necessary financial resources as well as consulting services [10].
SMEs improve innovation in any country, in sequence, increases productivity [11].
SMEs may also equip their employees with high-skilled experience who can
compete in global and international economic developments, as well as potential
hazards such as recession and economic catastrophe.

3. Managing digitalisation in Industry 4.0

4.0 is a term for the digital revolution in industrial production emerging from
the comprehensive networking and computerization of all areas of production [12].
Science, technology, business, and politics are all collaborating to bring 14.0 to
achievement. It entails a full restructuring of manufacturing processes, with
workflows being transformed and synthesised into digital and decentralised
processes. Inclusive digitisation for lower manufacturing costs, more resource
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efficiency, and a more customer-oriented approach. New business models,
innovative goods, and integrated new services must all be developed at the same
time [13]. The future of machines will be shaped by internet-connected, self-
controlled, and sensor-enabled industrial systems. Research shows that global
organizations are developing applications that analyse digital industrial data, and in
the future, production will involve robots and objects outfitted with sensors.

The industrial internet, also known as 14.0, is a network of machines, people,
and data that will allow us to verify production efficiency throughout its entire life
cycle [14]. Men, machines, and products would communicate with one another in
the future, allowing the production process to self-organize. It is vital for the
organisation, economy, and the country as a whole to understand how to deal with
the changes that may occur as a result of the arrival of 14.0 and its applications.
Hereof, it is worth noting that 14.0 publications in the software engineering
discipline are still in their infancy, and it could be considered as an emerging topic.
According to the SCOPUS search results, incremental papers in the topic of SMEs
and manufacturing and 14.0 have been published since 2018 - 2021, which includes
263 papers in publications [15]. Also, the found literature at the date of the search
leads to the hypothesis that the topic Industry 4.0 in SMEs manufacturing is of
increasing importance for scholars in engineering and production research. Future
[4.0 research should concentrate on all areas and management paradigms within any
firm, such as open innovation and value co-creation [16]. Understanding how SMEs
interact with 14.0 is critical because it will aid decision-makers and planners in
aligning their strategies with the 14.0 concept.

4. Methodology

The exploratory research design was used to complete the current research, as
it is more relevant and applicable when examining topics based on objectives [17].
In addition, a focus group is defined as a method of collecting primary data in
research with the participation of 10 SMEs from the related field of the study [18].
The inclusion criteria for the companies are selected based on their application of
Industry4WRD Readiness Assessment: 1) manufacturing and manufacturing
related services sector (MRS), 2) valid registration and business licenses, 3)
company has at least 60% local equality, and 4) in operation for more than 3 years.
The companies were excluded if their main core business was not manufacturing.
In this regard, it is worth noting that the focus of group discussion should be on the
research area and issue. The interview session by the Readiness Assessor with
selected SMEs is based on experience, opinion, and a variety of viewpoints on the
subject. Focus group discussion, according to [19], is a method that is frequently
employed in qualitative approaches and research. The major goal of this data
gathering strategy is to develop and gain a thorough comprehension of the themes
that result from a broad overview of digitalisation. The information is gathered from
a select group of people who share comparable and common features. Expert top
and middle management staff from various SMEs were chosen as participants in
our focus group discussion for the current study.

This study is also reliant on secondary data by reviewing numerous articles
related to the field of 14.0 in general and its impact on industries in general and its
impact on SMEs Manufacturing or digitalisation in particular). When compared to
main data, secondary data is more affordable and accessible. After reviewing
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multiple articles, we were able to identify limitations of existing digitalisation and
how a new approach can overcome those existing limitations.

5. Data Analysis and Discussion

The data were analysed using grounded theory. After transcribing the interview,
the texts were coded using Atlas.Ti software. The coding process provided six main
factors defining the impact of digitalisation on Malaysian SMEs. The main factor
of SMEs digitisation is listed in Table 1. Meanwhile, the focus group responses are
summarized in Table 2.

Table 1. The main factor of SMEs digitalisation

Factor

Industry 4.0

Industrial 4.0 Enabling Technologies
The Impact of 14.0 on Industries

The Impact of 14.0 on SMEs

Key Benefit of 14.0

Key Benefit of [4.0 on SMEs

5.1. Industry 4.0

It is important to understand the previous three industrial revolutions that the
world has endured from 1784 to present in order to better grasp the concept of 14.0.
To summarise, the First Industrial Revolution (1784—-1870) was marked by "the
substitution of water/coal/steam power," with the commencement of the revolution
occurring in Great Britain [20].

The second industrial revolution (1870-1969), which had seen massive
advancements in steel, chemical, and electric generation, altered people's lifestyles
[20]. Fuel production, including mass-produced consumption goods has been
included. According to Stearns et al.,, computers, telecommunications, and
electronics such as transistor and microprocessor were brought in the third industrial
revolution (1970-2011).

Through two major inventions: automations and robots [21], high-level
automation is integrated into the production process throughout this revolution. The
Industry 4.0 or known as "Fourth Industrial Revolution" is the most current
industrial revolution that the world is currently experiencing. 14.0, according to, is
the consequence of the merging of exponential technologies such as Artificial
Intelligence, Cloud Computing, Big Data, Internet of Things, Digitalisation and
other similar technologies [22]. The key objective of 14.0, according to experts, is
to ensure the existence of sustainable and competitive production while also
improving living standards by generating and ensuring advances in social,
economic, and environmental dimensions [23]. From the perspectives of
government and business enterprises, the core notion of 14.0 revolves mostly upon
manufacturing [24]. In fact, 14.0 may be described as an unprecedented integration
of digital, economic, social, and biological domains in human life [25].
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5.2. Industrial 4.0 Enabling Technologies

1.

Big Data Analytic

Big Data Analytic is changing all part of our modern lives. Sensors, devices,
video/audio, networks, log files, transactional applications, the web, and social
media feeds are all major sources of big data [26]. A "big data environment" has
progressively emerged in the manufacturing industry as a result of these
circumstances.

Internet of Things (IoT)

The phrase Internet of Things (IoT) was originally introduced in 1999 [27], and
it combines two concepts: the Internet and the Thing. Internet refers to the
interconnected world network of computers whereas Thing refers to uniquely
addressable physical devices (things) with functions such as identification,
detection, actuation, and processing. These entities can also communicate and
collaborate in order to achieve a common purpose.

Artificial Intelligence

Artificial intelligence (AI) based on machine learning (ML), and particularly
deep learning (DL), is the fastest-growing trend in software development today,
and in virtually every aspect of modern society. However, Al is still not widely
used in many systems, particularly complicated and dependable ones. These are
systems with basic components but complicated overall behaviour as a result of
dependencies, competitions, relationships, or other sorts of interactions between
components or between a system and its environment [28].

Augmented Reality (AR)

Augmented Reality (AR) is a computer graphic technique that involves the
integration of a "virtual" object (CAD model, symbol, picture, or writing) to a
real-time video stream of the external real environment. The hardware and
software required to implement it are determined by the internal/external
application, the complexity of the virtual scene to be added, the user's device,
real-time, and the program's definition requirements [29].

Cyber Physical System

Cyber Physical System (CPS) can be described as the integration of
computation, networking, and physical processes [30] . In reality, CPS is a
collection of various systems of different type, with the ultimate objective of
maintaining and managing all physical processes while also adapting to new
situations and requirements based on feedback from prior physical processes.

5.3. The Impact of 14.0 on Industries

Soh and Connolly indicates that 14.0 has a significant impact on business

regardless the type of industry [31]. For example, it is projected that 14.0-related
technologies will enable completely new ways of "filling existing demands and
considerably disrupting established industry value chains" in the supply chain
industry. Furthermore, new technologies have the potential to influence concepts
such as innovation, research and development, sales, and marketing, all of which
can have an impact on a variety of aspects of business, including customer
engagement and satisfaction, service delivery, production, and transparency.
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Torrance and Staeritz attempt to examine the business models of the world's largest
corporations and determine the amount of readiness to adapt to new technologies
connected to 14.0 [32]. They discovered that as the world grows more digitalized,
less than 10% of these firms have an economically sustainable business strategy.
By 2030, it is expected that digital platform business models would be able to
contribute approximately 30% of all economic operations. Chhetri et al. has also
address the influence of 14.0 on supply chain and product lifecycle of the
manufacturing system, in their research [33] where major changes will brought to
the end-to-end digitalisation.

5.4 The Impact of 14.0 on SMEs

SME:s is a common word for small and medium sized businesses. The literature
indicates a lack of a common definition of SMEs on a global scale [34]. This is due
to the reality that different elements influence the definition of SMEs, including the
number of employees, the size of the business or organisation that offers the
definition, and the location of the definition proposed. In fact, a small firm or
company that operates independently, where the owner of the enterprise is usually
the same person and has a small market share [35]. However, SMEs could face two
major challenges as a result of 14.0 and its enhanced applications and technology.

These issues include a lack of a digital strategy, a lack of standards, and unprotected
data [36].

5.5 Key Benefits of 14.0

Most of the production processes where goods and services were prepared and
distributed to the target consumers were done semi-automated [37]. This indicates
that human intervention is needed to complete the task. In today's world, the method
of production has shifted from handwork to headwork, indicating that workers are
now pursuing creativity, invention, and solutions using their thoughts rather than
their hands. Digitalisation is seen as an important element of the manufacturing
process [38]. As a result, businesses are now experiencing significant challenges in
inspiring employees to enhance their human potential. The process to merge the
application of Industry 4.0 concepts into practice in the entire manufacturing
environment is complicated [39]. Hence, smart integrations transform the industrial
environment into a smart and intelligent Industry 4.0 platform that ensures the
company's long-term sustainability.

5.6 Key Benefits of 14.0 on SMEs

According to Muller and Voigt, the emergence of 14.0 has a significant impact
on SMEs' competitiveness, attractiveness, productivity, client acquisition, and
expansion [40]. According to the previous MDEC Chairman Datuk Wira Dr Hj Rais
Hussin Mohamed Ariff, SMEs will gain a competitive edge by adopting 14.0-related
technologies because they will add new competitive components [41]. SMEs will
undoubtedly be able to attract young and talented staff if they adopt and invest in
14.0. By doing so, the company will be able to keep its employees, resulting in a
lower talent turnover rate in SMEs.

5.7 14.0 in the Context of Malaysia

127



Open International Journal of Informatics (OLJI) Vol. 10 Special Issue 1 (2022)

October 31, 2018, Tun Dr Mahathir Mohamad has announced the country's
National Policy on Industry 4.0, or Industry4WRD. The main focus of
Industry4WRD is on digitally transforming our manufacturing industry and related
services [42]. According to the Policy, Malaysia is envisioned as a strategic partner
for "smart manufacturing," as well as a main destination for high-tech industries
and a total solutions provider for the region's manufacturing sector. In the last five
years, the manufacturing sector has played a significant role in driving Malaysia's
economic growth [43], contributing for 23 percent of the country's GDP. The
government targets a 51% average growth in the manufacturing sector between
2016 and 2020 as compared to an average of 4.8% in the five years preceding 2016.
Recently, The 12th Malaysia Plan, the first major policy introduced by Malaysian
Prime Minister YB Ismail Sabri Yaakob, forecasted an average annual GDP growth
of 4.5 to 5.5 percent over the next five years [44], which experts describe as
"sensible" after the country posted an average annual growth of 2.7 percent from
2016 to 2020 which is less than half of the previous plan's initial target of 5-6
percent. According to Alifah, Malaysia's economy has yet to fully recover after
contracting by 5.6 percent last year, its worst year since the Asian financial crisis of
1998, and was driven down by the COVID-19 epidemic.

In the wake of the COVID-19 pandemic, the Malaysian government recognised
this growth as a crucial driver to stimulate economic recovery. The government has
been continuously promoting the nation’s digital agenda through multiple policies
and initiatives such as IndustryWRD Readiness Assessment [18], Malaysia 5.0 [41],
MyDigital [45] and National 4IR [24]. However, all these terms are considered a
niched concept which refers to the transformation that occurs within manufacturing
through digitalisation and connected technologies [46]. Currently, it is one of the
most debated and researched topics. Countries and business entities have directed
their focus and effort towards understanding, cultivating, manipulating, and
implementing the new approach to industrialisation [47][2][48].

Table 2. Focus Group Responses

Company A | Food and Beverage e Aware of [4.0

(Perak) e Challenges in technology &
security
e Adapt changing to improve
operations
Company B Injection Moulding o Little knowledge of 14.0
(Penang) e Challenges in IT competency

e Willing to engage industry
expert for training

Company C Electronic e Well-verse in 14.0

(Penang) e Have strength and abilities to
train all level of IT

e Advantage on  production
process

Company D Cosmeceutical e Aware of 14.0

(Selangor)
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e Challenges in competency &
security

e Need short and long term digital
strategies

Company F Pharmaceutical e Aware of 14.0

(Kedah) e Challenges in organisational
structure

e Adapt changing to improve
operations

Company G Waste e Aware of 14.0

(Penang) Manufacturing e Challenges in empowerment
tools and data access

e Willing to adopt advanced

technologies

Company H Wearing Apparel e Aware of 14.0

(Selangor) e Challenges in 14.0 related
technologies

e Willing to invest to achieve aims
and objectives

Company | Furniture Industry e Aware of 14.0

(Selangor) e Challenges in 14.0 related
technologies

e Willing to invest to achieve aims
and objectives

Company E IT Services e ExpertinI4.0

(Penang) e Challenges in IT infrastructure

e Highlighted the beneficial of
transformation

Company J Industrial Equipment | ¢  Aware of 14.0

e Challenges in financial and
infrastucture

o Agreed on the 14.0 benefits

Focus Group Responses:

Industry4WRD Readiness Assessment (RA) programme has been implemented
starting 2019 until today by several Assessment Bodies (AB) that have been
appointed by Ministry of International Trade and Industry to help industries assess
their capabilities and readiness to adopt Industry 4.0 technologies and processes,
using a pre-determined set of indicators to understand their present capabilities and
gaps. SIRIM, which is one of the appointed ABs has started the pilot RA in 2018
with the strength of 42 Certified Assessor Researchers and Engineers so far. All RA
assessments have gone through several phases of applications, assessment,
interviews, factory visits up to the producing the full report. Therefore, the findings
from the final report were analysed and presented. However, for this research study,
ABs are not allowed to disclose the company's name due to confidentiality.

Company A: Food and Beverage Industry

In a conversation with Mr A, he was aware of the 14.0, but he had limited
information of previous industrial revolutions. He emphasised the relevance of
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technology and current industry advances. They hold workshops and on-the-job
trainings for their personnel from time to time. They expressed an interest in
learning more about the 14.0 concept and the benefits it provides. He commented
on some of the challenges they were having in their business as a result of
technological improvements, as well as some of the security threats they were
facing. He was quite eager in learning more about 14.0. They include all technology
advancements that are relevant to their industry. They are willing to adapt to
changes throughout time in order to improve their organization's success. Their
organisational structure supports the company's mission and helps them meet their
annual objectives. They adapt to changing circumstances and improve their
operations. Mr. A attended few workshops related to 14.0 organized by MITI and
MPC, however, he expressed to organize awareness of 14.0 for all its employees in
near future.

Company B: Injection Moulding Industry

In a conversation with Mr. B, the manager in charge, he claimed to know a little
about the 14.0 concept but expressed a desire in learning more. They attempt to
conduct training sessions for their staff from time to time to ensure that they are
informed of how to use technology while also sharing their expertise with other
colleagues. Mr. B is the company's oldest employee, and his experience make him
a vital asset to the company. He also expressed a strong desire to learn more about
the concept of 14.0 and how to get the most out of it. Mr. B expressed an interest in
learning more about 14.0. He had a little understanding of the new paradigms and
its benefits. In their current business, they were deploying innovative technological
tools and applications. However, they discussed the workshop material and plan it
with their employees once a month. Mr. B explained that they engage industry
experts for these sessions and occasionally deploy their personnel to other locations
for hands-on training. He also stated that while resources are sometimes a
constraint, they attempt to manage within those restrictions. Mr. B expressed an
interest in understanding more about 14.0. In conclusion, they expressed their full
support and cooperation with their employees in enhancing the production process
and overall performance of their organization.

Company C: Electronic Industry

Mr. C was well-versed in the 14.0 and technological advancements in the
industry over time when we spoke. He emphasised the significance of technology
and the advancements in the IT and electronics industries. They help individuals
strengthen their abilities and conduct training sessions for various levels of IT and
Electrical and Electronics Engineering. They supply electrical and electronic
devices, as well as provide troubleshooting and assembly services. He brought about
some of the problems they were having in their company as a result of production
and delivery delays. The supplier provides products in accordance with production
and market demand. This can be difficult to survive in a small market with few
resources. They did, however, have strong intentions to improve in the future. He
emphasized about the advantages of using technology and the overall production
process. Although the transition may take some time, 14.0 will have a significant
influence. It will benefit not only SMEs but also larger businesses by lowering costs
and increasing competitiveness.
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Company D: Cosmeceutical Industry

Discussions with Director Mr. D were productive because he was involved in
organising training and workshops for a variety of companies. He attended 14.0
awareness events and was well-informed on global revolutions. Mr. D expressed an
interest in learning more about [4.0. In their trainings and workshops, they are
currently employing technology tools and applications. Mr. D spoke on the
company's future digital strategy as well as some cyber security concerns. Some
challenges could include a lack of resources and technological readiness. Mr. D also
expressed an interest in learning more about 14.0. It will have a good impact on both
strategy and output. Finally, they discussed their short- and long-term strategies for
implementing emerging technology and adhering to industry best practises in order
to increase performance.

Company E: IT Services

Mr. E agreed that 14.0 is a merger of two primary sectors: the industrial sector
and the information technology sector. 14.0, he asserted, is about creating more
personalised products by merging the Artificial Intelligence and Big Data sectors.
He also asserted this. He also agreed that there is a link between company growth
and the implementation of 14.0-related technologies, but he asserted that this is
subject to market demand. Mr. E pointed out that some challenges and difficulties
might be raised due to the emergence of 14.0, such as current infrastructure, human
resource readiness, market skills and demand, the variety in the paid effort,
Inventory costs, Manufacturing costs, Logistical costs, Complexity costs, Quality
costs, and Maintenance costs, as part of the discussion. He also addressed the issue
of timeliness, stating that our problem is that we are currently focusing on the future
when we should be focusing on the present. Mr. E agreed that once the 14.0's
benefits are highlighted, the customer service experience will be improved, and
client requirements will be met more readily.

Company F: Pharmaceutical Industry

Mrs. F claimed to be aware of the concept of 14.0 and the research that have
been conducted on it. They will be holding a special seminar on key enabler
technologies. They also suggested that [4.0 and digital transformation have anything
in common. They believe that 14.0 will improve the organization's efficiency. Mrs.
F highlighted certain challenges, such as organisational structure, thinking about the
future rather than the present, financial resource waste, and rules and regulations
that help with the transition to 14.0. They agreed that every effort should be made
in order to achieve our aims and objectives.

Company G: Waste Manufacturing

Mrs. G agreed that [4.0 will lead to the adoption of more advanced technologies
such as big data technologies. She also agreed that there is a high level of awareness
about 14.0, and that there are some training programmes available on how to
implement related technologies. She did mention the challenges and stated that all
sectors must work together to improve empowerment tools and data access, rules
and regulations, training programme costs, and human resource readiness. She
noted that some advantages may include the use of new and modern machines in

131



Open International Journal of Informatics (O1JI) Vol. 10 Special Issue 1 (2022)

production, which could save production time, and that everything would be more
precise, allowing market needs to be addressed.

Company H: Wearing Apparel Industry

Mr. H, the Director agreed that 14.0 awareness is achieved through various
conferences, training, and manufacturing. He predicted that 14.0 will have an impact
on job automation and business efficiency. He agreed that the most significant
challenges that a company can face as a result of the advent of 14.0-related
technologies are the transitional phase and planning for the future. He agreed that
every effort should be made in order to achieve our aims and objectives.

Company I: Furniture Industry

Mr. I believes that 14.0 is the digital revolution in the industrial sector, and that
it will play a significant role in job automation in the future years. According to the
difficulties discussed, Mr. I claims that the following are the difficulties and
challenges that their company may face as a result of the emergence of 14.0: current
technology infrastructure, organisational structure, availability of skilled workers,
management lack of understanding of the strategic importance of 14.0, and
employee readiness.

Company J: Industrial Equipment

Ms. J agreed that in the coming year, 14.0 would make a significant
contribution to job automation. She also claimed that the current technology
infrastructure for transitioning to 14.0 is inadequate, and that they are confronting a
shortage of financial resources to make the transition. Furthermore, they are
currently under pressure to work with 14.0 (e.g. from customers, suppliers,
authorities etc.) Ms. J agreed that one of the benefits of implementing 14.0 is that it
allows companies to meet customer requirements, among other factors.

4. Conclusion

This research examined into the influence of Industry 4.0 on businesses in
general and SMEs in particular. It also intended to assess 14.0 in the perspective of
Malaysian SMEs. The researchers concluded with significant findings indicating
that all companies should begin developing IT strategies to ensure that [4.0 concepts
and related technologies are well adopted in order to improve the organization's
performance in terms of competitive advantages, increased revenues, and profit. In
Malaysia, the study revealed that digitalisation enables individuals to pursue
innovative and creative solutions, allowing them to handle more complicated
professions and responsibilities that will emerge as a result of 14.0. It should also be
noted that the level of awareness among Malaysian SME owners is acceptable. They
are aware of it, but it could be improved further. According to the findings, 14.0 has
an impact on company growth. The present IT infrastructure is one of the most
significant challenges that SMEs confront as a result of the introduction of 14.0. 14.0
also has various advantages, such as matching client needs and reducing production
time.

In the future, empirical research might be undertaken to assess the level of
awareness of 14.0 among key individuals and SMEs owners. Furthermore, the pain
points, challenges, and opportunities of 14.0 could be analysed through the
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viewpoint of SMEs. Finally, the role of 14.0 in boosting national economic
diversification might be investigated, as it is one of the priorities in Malaysia's
Shared Prosperity Vision 2030, which aspires to move the economy forward and
generate economic opportunities and high-paying jobs for the rakyat. This vision
will help Malaysia become a developed country by reducing economic inequalities
across income categories, ethnic groupings, regions, and supply chains.
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