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Abstract

Fraud is highly alarming in all sectors, and it is also seen as problematic globally. Although relevant
bodies and individuals have carried out efforts in combating fraud, it appears that fraud in its
various forms is a problem that is still increasing in recurrence and severity. As a result,
organizations need to equip themselves with effective prevention and detection mechanisms.
Furthermore, these prevention and detection mechanisms need to take into account the latest
technology, which is related to cybersecurity. Cybersecurity is one of the recent areas of national
and global security concerns of the 21st century. By addressing cybersecurity, organizations will
thrive in a digital economy in which secured cyberspace is available for them to operate effectively.
Thus, this article proposes enhanced fraud prevention and detection mechanism from the COSO
framework to mitigate frauds, including cyber-attacks. Furthermore, this study also presents insights
into future research work.
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1. Introduction

Fraud is on the rise globally, and it continues to be a major issue among
organizations. It affects reputation and financial health [37]. Besides, several
organizations have been found not to upgrade their prevention measures or
strategies in combating frauds in the current scenario in which frauds are getting
more sophisticated and increasing the number of cases [8]. Many studies have
focused on fraud mechanisms’ effectiveness, such as fraud prevention programs,
good governance, and sound internal control procedures. These factors are the most
critical in reducing fraud.

From a broader perspective, prior research focused more on factors leading to
fraud occurrence, the impact on risk management and control, and detection
mechanisms in general [1,46]. Nevertheless, those studies have mainly concentrated
on the private sector [21]. As a result, exploration related to this area is still at a
‘primaeval stage’. Therefore, this study proposes a component of cybersecurity in
fraud prevention and detection mechanisms, which have not been thoroughly
practised, especially in the public sector. We complement the work of Mat et al.
[29] in addressing cybersecurity issues and fraud prevention in the public sector
since there have not been many studies conducted concerning these areas.
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Furthermore, cybersecurity has become a significant global issue due to the
worldwide rise in internet traffic flows and users. As a result, many organizations
have developed a cyber-security policy framework that can fundamentally help in
combating cybercrimes [2]. Such frameworks are very important since they provide
measures that help safeguard critical information infrastructure, thereby reducing
the existing national vulnerabilities [26]. As a result, there is a need to enhance
understanding of fraud prevention and detection mechanisms in organizations and
empirically investigate its implementation and execution effectiveness.

2. Discussion on Control Environment of COSQO’s Element Towards
Fraud Prevention and Detection

The COSO framework consists of five elements: control environment, risk
assessment, control activities, information and communication, and monitoring
[11]. Research conducted by Nawawi & Salin [33] stated that standards, policies
and procedures are placed under the control environment elements of the COSO
framework. The standards, policies and procedures involve the most basic and
crucial components that must be recognized since they provide a foundation for
implementing internal control across organizations, at every level (lower, middle
and top) both horizontally and vertically [11]. Besides, this framework aids to
facilitate efficient and effective operations in ensuring the external and internal
reporting is of high quality and compliant to the relevant regulations and laws [16].
Furthermore, policies and well-designed procedures ensure that the objectives of an
organization are achieved successfully [40]. Moreover, organizations can take
remedial actions when something goes wrong, and as a result, it helps reduce,
prevent and detect fraud at the workplace [12].

The crucial issue concerning policies and procedures in the internal control
system under the control environment component is compliance. Policies and
procedures seem to become worthless if constantly breached and overridden by
employees. Some may argue that internal control is pointless and time-consuming
or “red tape” [12]. Due to this, it is significant to illustrate a righteous example of
compliance to internal control procedures by the highest authority in the
organization. This example will then be repeated to the organization’s lowest layers
by the lower-level management. The KPMG survey shows that internal controls
overridden by some employees for their gain and maybe trying to defraud a
company or an organization [12]. In contrast, employees who have behaved morally
and ethically tend to have a favorable influence on their organization [28].

Thabit et al. [42] argued that the control environment is further affected by the
structure and accountability relationships of the organization. The control
environment widely influences an organization’s decisions and activities and
provides the basis for the overall internal control system. If this foundation is not
strong and the control environment is not positive, the overall internal control
system will not be as effective as it should be.

In addition, the present perspective on most organizations does not ensure that
their internal control mechanisms are adequately implemented and would impact
the organizations’ effectiveness in sustaining control. Cases occurring within
government organizations, including misuse of the control system, are potential
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signs that these organizations might have a flawed system of internal control in
which it can be abused for their own gain, for instance, through the permits issuance,
tenders, and funds misuse. Previous studies on the public sector have illustrated that
due to the least practices in fraud control in some areas of the public sector, the level
of fraud and corruption seems to remain high [22].

Based on those findings, fraud seems to occur frequently, especially in tendering,
issuing permits, and misusing funds. In addition, Perumal et al. [36] have mentioned
that the tendering and all permit-issuing services have been converted to be
delivered online. As a result, awareness of cybersecurity needs to be instilled among
public sector employees, mainly those involved in providing services. Then,
cybersecurity in this context can overcome any form of fraud that may occur.

3. Revisiting Fraud Prevention and Detection Mechanisms

First and foremost, fraud prevention calls for measures to avoid it in the first
place. Then, once the prevention measures have not been fully effective, reliable
and quick fraud detection is needed [6]. Instinctively, fraud detection must be
utilized and operated constantly while fraud grows. Understandably, the
conventional approach for fraud detection and prevention, such as auditing, is not
adequately efficient and only enables fraud to be detected months after the
transactions were completed. Due to that, effective detection and prevention
measures are required.

Krambia-Kardis [24], in his study, described that all kinds of bodies are taking
extra and distinctive moves to overcome fraud since the traditional red flags method
has been viewed as ineffective. The famous red flags methodology includes the
utilization of fraud pointers. The presence of red flags are signs meant intended to
alarm auditors to the likelihood of dishonest doings; they actually do not predict the
existence of fraud but signify situations related to fraud. Both asset misuse and fake
financial reporting tend to be the most important overheads for lots of companies.

It has been found that numerous fraud detection methods are currently being used
with the intention of lessening the immediate and circuitous expenses connected
with all types of fraud. These diverse tactics consist of employee reference checks,
telephone hotlines, vendor contract reviews, fraud vulnerability reviews, analytical
reviews and sanctions [10,43], yet they are not limited to apply only those strategies.
Organizations that have experienced fraud cases have implemented more concrete
actions like fraud detection and prevention training and whistle-blowing rules.
Meanwhile, those organizations which are not found to be victims of fraud have a
tendency to depend further on immaterial deterrence methods such as fraud
reporting policies or code of conduct [38].

Enforcement, training and controls need to be integrated so that fraud can be
prevented effectively. With the given attention, it is hoped that the most effective
solution can be recommended to reinforce the institutionalization of government
policy to overcome frauds in the public sector and to instill awareness on the
importance of protecting the public’s assets and revenues among government
servants [19,47].

Othman et al. [35] suggest that the most effective fraud detection and prevention
mechanisms employed in the public sector are operational audits, enhanced audit
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committees, improved internal controls, implementation of fraud reporting policy,
staff rotation, fraud hotlines and forensic accountants. On the other hand, it has also
been proven that training in ethics or code of conduct, raising fraud awareness
activities, training in privacy values and training for personnel included in activities
of fraud control are also seem to be efficient measures for fraud prevention [30].

Furthermore, seven studies have been done in the area of fraud prevention and
detection mechanisms. It has been discovered that the most successful technique for
detecting fraud was through analytical procedures [4,5,15,34,39,40,44]. Although
these studies were carried out in the area of fraud prevention and detection
measures, none was addressing on cybersecurity in terms of fraud prevention and
detection. It has also been found that there is an occasional use of cybersecurity in
detecting fraud, especially in the public sector. The National Institute of Standards
and Technology, 2013a describes cybersecurity as a data protection method by
detecting, preventing and reacting to cyber-attacks. In other words, the
sophistication of cybersecurity emanates fewer from the gadgets that we use than
from the individuals behind them. In its glossary, the National Cyber Security
Careers and Studies Initiative [23] describes cybersecurity as “the activity or
process, ability or capability or state by which information and communications
systems and the information contained in them are protected from and/or defended
against harm, unauthorized use or modification or exploitation.”

3.1. Cybersecurity

Based on the literature, cybersecurity is an important detection and prevention
mechanism of fraud but only been emphasized in the private sector. According to
Davis et al. [14], cybersecurity is also crucial in enabling governmental
organizations to adapt to different technological changes and the complexities of
globalization. Furthermore, the National Institute of Standard and Technology
(NIST) defines cybersecurity as a procedure of defending information by detecting,
preventing and reacting to attacks [7]. Therefore, cybersecurity is also seen as one
of the potential fraud detection and prevention mechanism in which it helps
organizations in combating cyber-fraud.

Other studies have also shown that the acquisition of appropriate cybersecurity
training is a fundamental move toward resolving the growing number of intrusions
and attacks on personal or institutional information in terms of technological fraud
known as cybercrime. Misinformed information protection and insufficient data
security expertise offer hackers the ability to maliciously access and use information
from other individuals or organizations [9].

Cybersecurity has also become a significant global issue due to the
worldwide rise in internet users and high internet traffic flows. The various
elements of cybersecurity and cyber-crime prevention have gained
considerable attention in many countries, based on technological growth and
capacity building which are among the Millennium Development Goals that
should be accomplished in achieving Sustainable Development by the year
2030 [32]. Governments agree that a big step towards achieving sustainable
economic development is to reduce the high incidences of cybercrime.
Furthermore, it is important to note that cybercrime prevention gives space for
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strategic growth in trade and industry, which facilitates improved economic
growth in the long run [17].

4. Underpinning Theory

Different theories have explained the causes of fraud, and the two most cited
theories are Cressey’s Fraud Triangle Theory [13] and Wolfe and Hermanson’s
Fraud Diamond Theory [45]. They both describe the components that lead
perpetrators to commit fraud. Among both theories, the Fraud Triangle Theory
seems to be more relevant because it contributes to fraud prevention and detection
mechanisms. One of its contributions in terms of organizational perspective is the
increased sensitivity to fraud. Due to that, organizations’ management will be more
alert to fraud prevention and detection mechanisms [31]. Besides, research by
Nawawi & Salin [33] shows that fraud happens in organizations due to weak
internal control by employees pretending of not being mindful and understanding
of the existence of policies and procedures and at the same time creates the
opportunity for fraud to take place. Therefore, organizations need to ensure the
effectiveness of the policies and standard operating procedures since opportunities
and reasons for internal fraud are always present.

Moreover, Fraud Triangle Theory strengthens the fraud prevention and also
detection of organizations. Some employees may interpret an employer’s failure to
eliminate the opportunity and motivation for fraud to be committed over time as a
sign of a “slack organizational culture” concerning fraud. As a result, employers in
organizations need to make sure that fraud prevention and detection mechanisms
being efficiently practised so that there will be no room for employees to commit
and engage with fraud. This seems to be another advantage of using the Fraud
Triangle to mitigate fraud [25]. According to Joseph et al. [20], it has been found
that breaking the fraud triangle is the key to fraud prevention and detection.
Therefore, an organization must remove one of the components in the fraud triangle
in order to lessen the probability of fraudulent activities. Opportunity has been
found as one of the elements that need to be removed since it is most directly
affected by internal control systems and generally caters to the most actionable route
to detect and prevent fraud [3].

5. Future Research

Based on what has been discussed, cybersecurity has been found as one of the
detection and prevention mechanisms that are not actively implemented yet in
the public sector. Organizations might fail to effectively allocate resources to
information systems in the most vulnerable areas with the absence of
cybersecurity. Studies have consistently shown that most cybercrime or cyber-
attacks-related problems emerge from a shortage of skilled IT workers in an
organization. Most scholars disclose that some employees lack the necessary
knowledge and skills to protect private or public data or information
effectively, thereby making it more vulnerable to hackers [27]. For instance,
based on a study done by Haris@Harib et al. [18], to fight against cyber-
attacks, the Cybersecurity of Malaysia has adopted the National Cyber Security
Policy in which policy is to strengthen the defence of the country. The policy’s
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vision is to make the infrastructure is in secure, robust and self-reliant. In
addition, the Malaysian public sector has implemented a cybersecurity policy
to protect fraud since government procurement systems nowadays are made
online. Therefore, this newly proposed cybersecurity element in the fraud
prevention and detection mechanisms framework will contribute to future
research by proposing other elements that are appropriate to be implemented
in these mechanisms.

6. Conclusion

Previous studies on fraud prevention and detection mechanisms have
concentrated primarily on the private sector [4,5,15,34,39,40,44]. On the other
hand, limited studies were conducted on fraud detection and prevention in the
public sector. In addition, those researches center for the most part on fraud
alertness, categories of fraud occurring in the public sector and several fraud
deterrents and discovery actions. Nonetheless, not one was upheld through
information gathering. Hence, this review bridges the gap by exploring the
execution of fraud prevention and detection mechanisms, suitable preventative
and detection measures based on the existing ones, and introducing a new
measure of cybersecurity as a detection and prevention mechanism. In addition,
the proposed element will result in enhanced fraud prevention and detection
mechanism framework. Validation and further extension of the enhanced
framework with the proposed element through an empirical investigation will
be the future direction of this research.
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